H E

ol MH

_I_
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19840 Z=O0{ T =0 @ =4l =0 Q1af 2t El Abg & QIS X|

[0

= Ot

HE €5 o A & (20 & &g sl 3834 A8)
CHOSE W 3 Y
Ol o] Sut 2t E AH U A §E
SH AMOIEQ| HEQT F404IP Fa

SEX} 22| X} 7| 2H2|Ate| 0|5, HEN, o|H Y AH
HDES| MM Al7|F A A7
NS ME{Q} HZX DNS AlH

D
40| B K| QX
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< Whois A =&
CHels S=otH 4 X|FE Whois MHO| S=2

et x| Whois At

| whois.internic.net

2 www.ripe.net
www.apnic.net

OfAlOF EFE X1H ,
www.arin.net

3 whois.aunic.net

ZakA whois.nic fr

ol whois.nic.ad,jp

o=l whois.nic.uk

st whois krnic,net

7SS #fet Whois whois.greektoos.com
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Ol — Whois MHE 0|25 & 21=5}7]

252« UHN0| HEE S2A0IUE NAKMRER 7)

@ Whois AH =517

— http://Whois.arin

.net/ui/advanced.jspOfl A| Whois At ZM 75

[ Whaiz-RWS x

&« =< C ) whois.arin.net/ui/advanced jsp By =

SEARCHWhmosRWS | @~

S S . NUMBER RESOURCES PARTICIPATE POLIC(ES = FEES& INVOICES | KNOWLEDGE & ABOUTUS

ARIN Online WHOIS-RWS

e O

ADVANCED SEARCH
Use the farm below to refine your Whois-RWS search By using this sarvice, you are agreeing to the Whois

farms of Use

QoerI: !gwgle I

| POC | Hande | Name ) Domain I
| Network | Handle | Name ]
| © ASN 7| Handle ol Name ) Number |
| - Owganszaton - Hande - Name ]
I * Customer ¥ Name I
I Dedegation | Name l




01_Whois AMH2} hosts I} - whois M= 01251 & 21=3517

@ BE == i =257
= 02| HES{3et MH =2l 7ts

SEARCH Whois RWS

[} Whais-RWS

« c

NUMBER RESOURCE § PARTICIP

& https//whois.arin.net/rest/customer;

SEARCH Wiwis WS °

il o auests subject

e NUMBER RESOURCES PARTICIPATE POLICES | FEES & INVOICES | KNOWLEDGE = ABOUT US

You sexched for google

ARIN Online WHOIS-RWS
wiree O

o — > ARIN Wh

Hardle CO0375227

Strest 2400 Sayshore Parkway
GOOGLE (CO1226236) City Mourtain View
GOOGLE (COIR6434) StatsProvincs cA

Fostal Code Cocoo

Courlry us

Registration Oate 2004-12-18

Last Undated 2011-03-19

Commants

RESTMU! Lirk

Contpct s Jorme ofService  tdedie  Sle Moo

ABON-TI4-64-124-112-24-29 (N 1) B54.124.11224-54.124.112.31

See Also Ukntream network's resarce POC records

hor's POC recorss,

See Also Upstraam ogan.
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@ Whois MHZ #5t= L& AASH|

[y Whais-RWS

&« > C O @ Zo 9% | whoisarin.net/ui/advanced.jsp B =) @

SEARCH WhoisRWS -

‘John’ O|2t= ALE0| S&¢t AIO|ES Ot H

ADVANCED SEARCH

RELEVANT LINKS
Use the form below to refine your Whois-RWS search. By using this service, you are agreeing to the Whais

| * pPOC Handle ¥ Name Domain ,l

>Sample stylesheet (xsl)

ARIN Online WHOIS-RWS
enter °

"ou searched for: john

Points of Contact RELEVANT LINKS

> ARIN Whois/\\Vhois-RWS
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https://xn--c79as89aj0e29b77z.xn--3e0b707e/kor/main.jsp

A 8= /kor/main.jsp

ENGLSH C=2UMqHIA HEZIP7|

sl OIROIE| RIS

WHOIS o
QIE{UlFAME] A|AS XA A (10/23(3)) o [
27} QIE{UIEARZ|7| O SIRQIE YIS AL OIE{AT AME] AIAT HZ 221(9/27(2))
OFHHQI QIE{IFATR|Z NI 2| 0| QIEH B2 THEO] Zch USHAFAME A AH HE H(6/21@)
QIEJUIZAMIE] UZHE 7| SAHB/12(Y)) 2018/0
QIE{HIFAHIE] AAH HZ 2 (7/16(Z))

OLDWHOIS Mt|A = Ol

WHOIS F82 Aft|A

WHOIS WHOIS

M Az OpenAP|
0 |
8 | &

O £0f naver.com

- kis

- £: naver HI7tAH|A

i

O IPFocymomise w=y vpnp sy F’ﬂ—::.f".)“l_u =TT
- 202.30.50.51 | 2001:02B8::/32 | AS9700

ANHR AR oL S AR Y- AR M 118

[UEHAY (58324) HEFLE LIRA 2122 9%_}-3@&«'5@%@ TEL:1544-5118
[A@gm (05717) A gu +u1 1 13 Ttﬁiﬂ% TEL:02)405-5118
2HE[IERY TEL:02)405-5118

Copyright(C) 2016 KISA. All rights reserved.
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e

-

K54 KISA = 0| =AM whois kisaorkr X +

C Y @& httpsy//Z0|=HM B2 /kor/whois/whois.,jsp w

WHOIS
MH[A

WHOIS £=|

WHOIS =8 Ad]A
ZIHEOIQ! A A
S2-FUmC Hg

SAAE

o

WHOIS £3|

l:l naver.com SEARCH l

Ol k= CHE Reaistry(SEIZHE WHIIS MHMAM ZEIE 2URLICH

OUERY: nawer . com
Doma in Mame: W&YER, COM
Registry Domain |00 T93503_00MA N_COM-VRSH
Registrar WHOIS Server: whois.gabia.com
Registrar URL: http:/Awww, gabia.com
Updated Date: 2016-08-05T06:37:572
Creation Date: 1997-09-12704:00:002
Registry Expiry Date: 2023-09-11T04:00:002
Registrar: Babia, Inc.
Registrar [AHA |00 244
Registrar dbuse Contact Email:
Registrar dbuse Contact Phone:
Domain Status: clientDeleteProhibited https://icann.org/eppdc| ientDeleteProhibited
Domain Status: clientTransferProhibited https://icann.orgfepedc| fent TransferProhibited
Domain Status: clientUpdateProhibited https://icann.ora/eppdc | ientUpdateProhibited
Mame Server: H31.M4VER.COM
Mame Server: W32, N4VER.COM
DNSSEC: unsigned
URL of the ICANM Whois Imaccuracy Complaint Form: https://www.icann.org/wicts
=»» Last update of whois database: 2018-10-23T11:4d:1457 <=<

For more information on Whois status codes, plesse wisit https://icann.orgfepp

HOTICE: The expiration date displaved in this record is the date the
registrar’s sponsorship of the domain name registration in the registry is
current |y set to expire. This date does not necessarily reflect the expiration
date of the domain name registrant’s agresment with the sponsoring

registrar, lUsers may consult the sponsoring registrar’s Whois database to
view the registrar’s reported date of ewpiration for this registration.

TERMS OF USE: You are not authorized to access or query our Yhois
database through the use of electronic processes that are high-wolume and
automated except as reasonably necessary to register domain names or
modify existing registrations: the Data in Yeri3ian Global Registry
Services’ ("WeriSian™) Whois database is provided by YeriSian for
infarmation purposes only, and to assist persons in obtaining information
about or related to a domain name registration record. YeriSian does not
guarantes its accuracy. By submitting a Whois query, wou agree to abide
by the following terms of use! You agree that vou may use this Data only
for lawful purposes and that under no circumstances will wou use this Data
tor (17 allow, erable, or otherwise support the transmission of mass




01_Whois A{H{ 2} hosts W2 - nosts mro) izt ofsh

< Hosts It
DNSZF EX{5H7| Hof| AFERR D, X[ =X0f| M2t BEOo| ARESte U2,
PER HE AAEE2 (=R 2EHA X ClHE2[)\ system32 \ drivers
\ etc \ hosts, 2| S22 £ Jetc/hostsZt O|Of S

_ | hosts - Notepad =% OB ™™
File Edt Format View Help

# Copyright (c) 1993-2009 microsoft Corp. -
#

# This is a sample HOSTS file used by Microsoft TCP/IP for windows.

#

# This file contains the mappings of IP addresses to host names. Each

# entr¥ should be kept on an individual line. The IP address should

# be placed in the first column followed bg the corresponding host name.

# The IP address and the host name should be separated by at least one

# space.

#

# Additiona11¥, comments (such as these) may be inserted on individual

# lines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 102.54.94.97 rhino. acme. com # source server

# 38.25.63.10 X.acme. com # x client host

# localhost name resolution is handled within DNS itself.

# 127.0.0.1 localhost

# A5 | Tocalhost

19.19.19.12 yang :

192.192.192.192 www.wishfree. com wishfree

193.102.20.2 ftpserver www. ftpserver. com

4 »




01_Whois A} hosts I} - nosts mrto) st ofsh

< Hosts I}

EIN =09l 0} E= Qlojo| 2

S hosts LY H|[O] /U2,

DNS MH 7t 2SSt gi2 O, 2ol HERAE #4510 o= AtgE [,
CHE 1P =25 71T o Ofe| MH7F 22 RO 2 =2 AH T (Clustering)
E[0 2EE[= HENOIM &8 MO &5t aX & If &

BXE hosts T2 AH &5 XM E &HE =& UL

Hosts 22| Z} & &

IPFEAQL 'EHQl O] F
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MEEZ  QEH0| HZE SR0IIE AXEYRIES 7)

== O

® =09 s=5}7

ping www.hanbit.co.kr

e N e U R e i S e N
. o 9: |»Tf,3.: ;1;..v :s..__ IE!‘.'?LA'ML-T'-%': e D '\‘_‘""7'""

WUsersidministrator>ping www.hanbit.co.kp -

inging www.hanbit.co.kr [218.38.58.1951 with 32 bytes of data:
eply from 218.38.58.195: bhytes=32 time=2ms TTL=51

ply from 218.38.58.195: bytes=32 time=3ms TTL=51

eply from 218.38.58.195: hytes=32 time=2ms TTL=51

ply from 218.38.58.195: bytes=32 time=3ms TTL=51

Ping statistics for 218.38.58.195: K
Packets: Sent = 4, Received = 4, Lost = B (Bx loss), L4
Approximate round trip times in milli-seconds:

Minimum = 2ms,. Maximum = 3ms, Average = 2ms

C:Wsersidministrator>




#_ping H&EO0{

ping(Packet Internet Groper), LI E93 HEfE HASI= 7|% ZH¢hst HEHO

ping 02| 7|2XQl &F Je|= ALK SESHA| QL HER HEfE 28215t = & (target) BFEH(E=
HERR 7|7])E el Ld 37|29 TiZl(packet, HIEX | XA MELHR)S E'H Z(ICMP echo request), CH4t
A+E7ZE Ol0f CHolf SESt= HIAIX|(ICMP echo reply)E ELHH O|F =4, 24510 Tt ARE7F 2&5t=X],
| C}

Ct
H
L= U AFENA ZE2ots HES A HEI7F o{HeHX] mrepeh = QULT.

23w - : & FA+H
1) ‘ping 123.123.123.123
(ICMP echo request) -

A 4

A

2) ICMP echo reply 2¢




#_ping &

ping 0= MS 2 &

MAOME BHO|E ZES

E 59| =02l o|§=

0

L AE 2ENHMOM= 'HE ZETEEHIZTIZHM LY)'E &6
Z S5 D8 % 90 ping Bl = 50| 3% ) Y
RN
2= W &
-1 Cirl + C =2 ECEAZ|2] A H < ping W21 E 2WHLH
-3 ZH2MEY IP 45 2EHELF
N coud Ping WZE E A WA LIHZ! =5 ABTHLL (A2 43
-l zize Ping Wi=! Z2E MNETH (712 32HE)
—f 23 IfF10 2tRE =2 EUFE 22, LI=HAA A EH
- T METTIL 2 ZHTH}
(TTLE CHRE FHHE HE WO 14 g0 Zha-F0H (=22 255
-y 788 =12 TOSE A Eal= g2 2 ETH}
(TOS= IP I WICH =EE|= ZES LR QoSS HHEH
Flof 2F2EH2 IE FH=2E ANEak= A0ICE)
-t count CountHl A1E2% 2H0HE 2I2HS 228 SHECH (EHIH 9H)
-5 count Countl AIETE Z0HE CE2E2] Z 490 MZHE J|EFHTL
CEICH 403
- hoef-iief | BIAER ZHEHE EslM IIZI2 28 BE 4 2UCH (ZI0 9
-k hogi-ief | JI S HEE FHEIOHAEEHO AZEI A2, E2FHOIEE
gk 2 Qi
-witimeout | HE EAEQ SE2E JICREI= AIZHE AEEHLL
CAIZEEHR = B IMIE‘"":E TH (D12 4E))




01_WhOiS A‘IH'IQI' hosts EI'OEI_ hosts T2 0|25} 0|2

@® =M S=517]
C:\ Wlndows \ system32 \ drivers \ etc \ hosts It2= L0 df
218.38.58.195  www.hanbit.co.kr hanbit

.ﬁle Edit Format “VICW Heip

oll&5171

# localhost name resolution is handled within DNS itself.|
# 127:0:80.1 localhost
# ki | localhost

218.38.58.195 www.hanbit.co.kr| @

File Edlt Focmat View Help

# 1oca1host name resolution is handled within DNS itself.
# 127.0.0.1 localhost
# 20 ¢ localhost

218.38.58.195 www. hanbit.co.kr hanbit| | @

®




01_Whois A{H{2} hosts I} - hosts me= o123 of

@ Hosts It SEF =015} 7|

ping hanbit

o~

.EiAﬁnﬁﬁnuum(bnmé;athmu

serstidministrator>ping hanbit

inging www.hanbhit.co.kr [218.38.58.195]1 with 32 bytes of data:

eply from
eply from
eply from
eply from

218.38.58.195: bytes=32 time=3ms TTL=51
218.38.58.195: bytes=32 time=3ms TTL=51
218.38.58.195: bytes=32 time=3ms TTL=51
218.38.58.195: bytes=32 time=3ms TTL=51

Ping statistics for 218.38.58.195:

Packets: Sent = 4, Received = 4, Lost = 8 (Bxz
Approximate round trip times in milli-seconds:
Minimum = 3ms, Maximum = 3ms, Average = 3ms

loss).

C:Wserstdmninistrator>




01_WhOiS A‘IH'lgl' hosts rl-l'.‘é" hosts T2 0|25} 0|2

oll&5171

WserstfAdministratorXping —a 218.38.58.195

inginglwww.hanhit.co.kr [218.38.58.1951|with 32 bytes of data:
ply from 218.38.58.195: bhytes=32 time=3ms TTL=51

eply from 218.38.58.195: bytes=32 time=12ms TTL=51

eply from 218.38.58.195: bhytes=32 time=3ms TTL=51

ply from 218.38.58.195: hbytes=32 time=2ms TTL=51

Ping statistics for 218.38.58.195:

Packets: Sent = 4, Received = 4, Lost = B8 (8% loss).
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 12ms,. Average = Sms

C:Wsersidninistrator>




® EXE FLE S5O0 AO|E K XEHoL7|
h

anbit.co.kr

™ http://www.hanbit.cokr/z

s
]}

€ - X [} www.hanbit.cokr

-]

AOIEO| EEE == B2

www.hanbit.co.krO| Al 2 E5t= | A|Zt0] 45 <@} ZalL|C}

V ooy Pay 2 | T RO B S Aer TTY
— =
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<* DNS(Domain Name System)
A2 e HERR T2 1P 25 AFFO| O[5li5h7| +f2 el =0
0l 0|22 &= DfFAFAT= AILHE




02_DNS - pnsojl cyzt ofsh

< DNS2| A& =

’tS &% JhH= " (Root)

5 2M M= =7tet ZEHM S| S

HE W 42 KOl DNS AHOIA XIFHE2 www, fp2t 22 3 A2l
0|50 =.

FQDN(Fully Qualified Domain Name) : 2t & =240 - www.wishfree.co.kr)

= LHE = LHE

com el 7k mil AL 7 [
net HESZ 71 edu mEs
org HZ2| 7|2 int =A| 712
gov e 7 kriKorea), jp(Japan) =7} 0I5




02_DNS - pnsojl cyzt ofsh

< DNS AH{2| 7| S
DNS(Domain Name System)
CHel o[E= IP

AR HBIA|F{ =

| & (Name) AlH
Ol &

L ASE —

= 9 = 54 (name resolution)

o) www.hanbit.co.kr — 218.38.58.195

®6.;|' .l_ll_ -||EO_|:| BRAND Channel.H STORE SUPPORT EVENT o
E e
2|1 oM ’.‘_1-5-7}7} 21 A o.ua N
Hsts) weiFE v A j
EeEE A Lo F32 '_I
) @ o N . N&
‘ EAAMET|
J|&/en 2 mE=k=3 piE=2Y
ﬁ Hm"l . . @
A " 0\"‘}-‘)!
ML HIAE M| )
ht(p://www.hanbit,cokr/i;dexhtml ®100% ~



http://www.hanbit.co.kr/

02_DNS - pnso chzt o58

< DNS AMH2| 7| E
I 2719 ES A E& @ E
HEEJ} & o Ol
AEXIT 25 QI9M

A IpFAE o

OlEf U

1.1.1.1
2.2.2.2

2.2.2.2
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< DNS AH{2| 7'
Hosts It 2= O|&50 HERHA 8%
CIH YO HEE AREZ+=d ~ =2 =05
C: \ Windows \ system32 \ drivers \ etc \ hosts It 2 0f| URLL} IPFEAE

HEAL AL 2222
. 1.1.1.1 aaa QIE{Hll
102.54.94.97 rhino.acme.com 2222 bbb
38.25.63.10 X.acme.com

222.122.195.5 Www.naver.com 3.3.3.3 ccc
127.0.0.1 localhost 4444 ddd
5,555 eee

5.5.5.5
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< DNS AH{2| 7| S

DNS MHE O|85I0] HIERA & Hlo] &
715l24Mo 2 50L=E HEQIT A 125.209.222.142
of HEEO| i3t RS PYEZ Tt 2222

StLEY| 7| E5t= A2 F2

O|£ 38l A(name resolution)2 M 22X o
Z == MY AFE7F 22(=DNS

A H)

M3t OFLY MH|AQI 1142 22 AT

(0] |
DNSAH{E CIE|UO) Mekehs RE 2 . 2
FHC| URLL} IPEEE Aol dA|Zt2
2 HE3ta2, AFBHE Tf 0|4 URL
of sHeste IPFAE MY 2 2Rt 10101018

AH ] Al
HA Y] 'O

URLZH &1 A2 E OL|M=X] ol ot

S #RH B




02_DNS- pnse| == 2

<~ 29N HE DNS MH &
2|52 : Jetc/resolv.conf IF 0| DNS MHE & =

resolv.conf (/etc) - VIM - O N <

File Edit View Search Terminal Help

B Generated by NetworkManager
nameserver 168.126.63.1

Ll All
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2HBH M2 DNS MH S5
Q=S . OIELl =2 &2 (TCP/IP)
D= (Advanced)> HEZ FEH &

o —— TRy —

Internet Protocol Version 4 (TCP/IPvd) Properties o s

 General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

) Obtain an IP address automatically
© Use the following IP address:

IP address: 192 ,168 , 0 . 100

Subnet mask: 255 ,255 ,255 ., 0

Default gateway: 7192 % 168 A 7) -3
Obtain DNS server address automatically

©@ Use the following DNS server addresses:
Preferred DNS server: 168 .126 . 63 . 1

Alternate DNS server:

CHdet 28 7ts

&5 JEO|X DNS MB 5 747HX|

 Advanced TCP/P Setings e ]

[P settings| DNs  [wins |

DNS server addresses, in order of use:

[ Add... ] Edit... [ Remove ]

The following three settings are applied to all connections with TCP/IP
enabled. For resolution of unqualifed names:

@ Append primary and connection spedfic DNS suffixes
[¥] Append parent suffixes of the primary DNS suffix
(7) Append these DNS suffixes (In order):

Acd.., | Edit. . | Remove |

DNS suffix for this connection:

Register this connecton's addressesin DNS
[ use this connection's DNS suffix in DNS registration

168.126.63.1 f

(o J[ cone

77 3-14 QE/Y ZRETCP/IP) 52 XE 1% 3-15 TCP/IP @ 443

ol 24
H
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PS ~

O
—

0;9

X
3438 3

o
i o
N

& =9l DNs AH| ol
=

=
(e
22

Ol M “ipconfig /all’

ol g4
H /i

}iiﬁdmhﬁtdanmnnundinnm

==

C:WUsersWﬂdministratortipconfig /alll

Mindows IP Configuration

Hast Name = © = & = seojeuedesmise: @
Primary Dns Suffix . . . . . . .
Node: Type . < o & % s mamvavees o
IP Routing Enabled. . . . . . . .
WINS Proxy Enabled. . . . . . . .

Connection—specific DNS Suffix .
Description . . . . + « ¢ « . .« .
Physical Address. . . . . . . . .
DHCP Enabled. « « o o o o -« s e s
Autoconfiguration Enabhled . . . .
Link-local IPv6 Address . . . . .
IPv4 AdAPessS. < v « o @imicEisie o
Subnet Mask . . . . . « . . . =

Default Gateway . . . . . . . . .
DHCGPYE: IAED i & 5 e Zesvabidiceiivsdes
DHCPv6 Client DUID. . . . . . . .

DNS:. Bexvers & < @ o ol casESEENG
NetBIOS over Tcpip. . . . . . . .

C:Wsersidninistrator>

No
No

Ethernet adapter Local Area Connection:

No
Yes

WISFREE_W?

Hybrid

: 168.126.63.1
: Enabled

Intel(R> PRO/1880@ MT Network Connection
#8-8C-29-97-13-8C

fe80::6098:7665:43eb:7h8ax11(Preferred)
192.168.0.180(Preferred)
255.255.255.0
192.168.0.1

234884137
08-81-88-01-1E-DB-3E-B2-A0-8C-29-97-13-8C

m

7% 3-16 ‘ipconfig /all @EHo2

oz M

DNS At 21517 |
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2 DNS MH2| 0|2 8™ &

2 |
ZE DNS &
b P 1t
=24
DNS At |-
0| O
T ' > com DNS Aft
ol | |8
(1] (8]
L6

> wishiree.com DNS AjtH
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o A 2o 7HAEl DNS B& =l
ipconfig /displaydns

@8 Administrator: Command Prompt

C:Wiserstdministratorfipconfig /displaydns|

Windows IP Configuration

www.hanbit.co.kr

Record Name . . . . . : www.hanhit.co.kr
Record Type .« « « - « = 1

Time To Live . . . . : 86480

Data Length . . . . . = 4

Section . . v ocava w SiAnswer

A (Host) Record . . . : 218.38.58.195

wuw.hanbit .co.kr

No records of type AAAA

hanbit

Record Name . . . . . : hanbit

Record Type . . «. o « 285

Time To Live . . . . : 86480

Data Length . . . . . = 8

Section . . . . . . . : Answer

CNAME Record . . . . : www.hanbhit.co.kr

m._ |

|

1

% 3-18 =M FHAIE DNS FE &0l
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< A 2R0| FHA[E DNS BE A
ipconfig /flushdns

X Administrator: Command Prompt EH =[]
C:WsersWAdninistratorbipconfig /flushdns/| -

Windows IP Configuration
Successfully flushed the DNS Resolver Cache.

C:UsersAdministrator>

2 3-19 =0 FHAIE DNS FE A

< DNS MH2| &
2= DNS MH| : =0 Q12| Z4! DNS AH
= DNS AMH : & DNS A H{ O] Ei ! MH
7HAl DNS M : 3= DNS ME{ 2t 2 DNS ME 0 CHot E£0| 27+s
CHH|ot Al DNS AMH

ot

M|



DNS AH o] 7| 2& 2l

OFOFA| B2 OlM 2

< 2l520|AM DNS Heloj cist M& dH
/etc/named.conf(EE = /etc/bind/named.conflocal)Of| A Cf=1}

X~
o

el o]

1X} 4| 2L A (master)0]| Ci st
mtelof EE*

= DNS AHE K|

Ze HEjz 4

I

M2 db.wishfree.com

aIIow transfer (10 10. 10 1)
¥
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In

<« HAEL0A DNS o Clist S 27
219o|o| DNS FY = M5t T, ‘Property’E 22l 2 [Zone Transfers] & 0| A

A= M
DNS @490 Cliet & & 2H

= DNS Manager [= o] _ _ -
: wishfree.com Properties |_7_|__|
File Actien View Help
e 2EIXE R BE i 88 | Gereral | Start of Autherty (S04) |
S ] Name Servars WINS Zone Transfers
2 DNS Name Type Data I -
4 E WISHFREE_WS12 ﬂ (same a5 parent folder) Start of Authonty (SOA) [4], wichfree_we12, hostm.. A zone transfer serds @ copy of the zone o the cervers thatraquesta
4 [ Forward Lookup Zones || ] isame as parent folder) Name Server (NS) wrishfree_ws12, «cpy.
= \\lsh A 0 10y Allow zone transfers:
=5, T Update Server Data Fil= Host (A) 10.10:10.101 L 1Mo g
b K Reverse Za Host (A) 102.168.0.202 & Toany ssrver
eloa e 2
~ »j Imstﬂpc Host (A) 192.166.0.201 (_ Only to servers Isted on the Neme Servers tab
I+ | Conditic New Host (A or AAAA)..
b 4] Clobal L New Alias (CNAME)... Only to the folowng servers
New Mail Exchanger (MK)... IP Address Server FQDN
New Domain,..
New Delegation...
Other New Records..,
DNSSEC >
Al Tasks >
View > "
Eat
Delete o
Refresh To specfy sacondary servers to be notified of zone Nofify
Export List.., updates, dick Notify. ‘
I Properti=s I
Help T =
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52t « QlEYIo] HEE S20[NHE AA(FT=S 7)
A Zone)2} siE S| host7t S2& DNS MH(EIES 2012)

® nslookup &5}l DNS 2%d5}7]

nslookup

:Wsers\!ﬂdninistrator -
fault Server: kns.kornet.net
ddress: 168.126.63.1
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® nslookup &35}l DNS &5}
= ZALSHE = DNS AH{E HHRED 4 CEHH ‘server % sk ok sk YA O B

server 168.126.63.1

P

E¥ Administrator: Command Prompt - nslookup E]

>l server 219.2560.36.130 | a
efault Server: bns2.hananet.net
ddress: 219.250.36.130

> -

T3 3-22 Z3| the DNS A HE
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@ Eﬂ-“Ol I-IE *Il'c','l.jl

www.google.co.kr

www.google.co.kr -~
erver: hbns2.hananet.net
ddress: 219.250.36.1380

on—authoritative answer:

me : wuw.google .co.kr
ddresses: 2484:6800:40088:cB83::5e
?4.125.203.94

™

72 3-23 www.google.co krofl LSt nslookup
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@ EMQ ME £X3}7
= O] DNSOf| OfFH MH{o| ZF7F U=X| AL [0 = 'set type’ BH=Z 0| &
set type=ns

google.co.kr

EiﬂdnumannorCmmnwndpnunpt nslookup : 7'Ei'l!ﬁ'ﬂ§!ﬂl

bns2.hananet.net
Address: 219.250.36.130

google.co.kr nameservep
google.co.kr nameserver
google.co.kr nameserver
google.co.kr nameserver

ns2.google.com
nsl.google.com
ns3.google.com
ns4.google.com L4

1% 3-24 www.google.co.kre DNS A S5
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@ =M BE X517

£2 L
SAE 0| 5ol IP A7 43 71 US 4= U1 |IP T4 5hto| SAE 0150] ¢
7§ QIS 2 Qir} Of2 Folsi= #lFE 2810| A0|n, CIS 3} 20| Hol3irt
AAdd
Address) —www A 200.200.200.20
—ftp A 200.200.200.20
; A 2T =2} AlHtE| 70 |C A IR E= S0QI0] CHel P FTAZE 205X PTR &
PTR(Pointer)

Fek [P A0 cis E0IQIHS WLSH= HSS Bict,

NS(Name Server)

DNS MHE 71217 |H, 2t =020 Zo{= Bt 7 Ol QU0{0F it

MX(Mail Exchanger)

ol o5z B HYUS W= SAE S50 = XIFsict,

CNAME(Canonical Name)

SAE0| 12 0|22 HOSH= ol ARSI

SOA(Start of Authority)

=0[Qlofl ciet eto] U= MHE EAlBICE

HINFO(Hardware Info)

sliEe SAE Q| FI=R0] AIRES BAIBICE

ANY(ALL)

DNS 2|Z=E 2F BA[GIC
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set type:a” P&l AGmmictraton Command Prompt - njcokup . = e
5—set type-all] A

google.co.kr

Server: bns2.hananet.net
Address: 219.250.36.130

Non—authoritative answer:

google.co.kr

primary name server = ns2.google.com
responsible mail addr = dns—admin.google.com
serial = 122957288

refresh = 9808 <15 mins>

retry = 9808 (15 mins)

expire = 1800 (30 nins>

default TTL = 68 {1 min>

google.co.kr text =
Yu=gpfl —all"
google.co.kr MX preference = 18, mail exchanger = aspmx.l.google.com
google.co. ke M2 preference = 38, mail exchanger = alt2.aspmx.l.google.com
oogle.co.kr MR preference = 20, mail exchanger = altl.aspmx.l.google.com
oogle.co.kr MX preference = 48, mail exchanger = alt3.aspmx.l.google.com
oogle.co.kr MX preference = 50, mail exchanger = alt4.aspmx.l.google.com

oogle.co.kr internet address = 1.255.22.164
oogle.co.kr internet address = 1.255.22.108
oogle.co.kr internet address = 1.255.22.109
oogle.co.kr internet address = 1.255.22.89

oogle.co.ky internet address = 1.255.22.113
oogle.co.kr internet address = 1.255.22.118
oogle.co.kr internet address = 1.255.22.114 -

.

% 3-25 google.co.kroll S5E 2= DNS 2|E=
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Hio = JE g5617|

® DNS g9 HEolv|

= |2 2012 MO Ct32t 20| wishfree.comO|2t= Y (Zone)E H M

= =
web, db, was AlHE S5
2 DNS Manager | — | 8 I X l
File Action View Help
oy 2R X2z B § EE
Ei DNS Name Type Data
4 j WISHFREE_WS12 §__| (same as parent folder) Start of Authority (SOA) [1], wishfree_ws12., hostm...
4 | ] Forward Lookup Zones ﬂ (same as parent folder) Name Server (NS) wishfree_ws12.

=l wishfree.com £ web Host (A) 192.168.0.201

- Reverse .Lookup Zones ﬂ db Host (A) 10.10.10.101

| Trust Points &l was Host (A) 192.168.0.202

p | Conditional Forwarders
3 [;@] Global Logs

12! 3-26 wishfree.com @0l S5 DNS &
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o
= nslookupS 2HA|Z! 7|, AHEZ 28Tt DNS AHZE HiE.

' N
B Administrator: C\Windows\system32\cmd.exe - nslookup = || (=] ‘!| < |
C:Wlnslookugl -

Default Server: kns.kornet.net
Address: 168.126.63.1

server 192.168.0.1
efault Server: [192.168.0.11
Address: 192.168.0.1

> -

1% 3-27 DNS HZ

= web.wishfree.com2} 20| Y HSIH i IPE =0l

e

B Administrator: C:\Windows\system32\cmd.exe - nslookup o |@ | =]

web.wishfree.con
erver: .168.0.11
ddress: 192.168.0.1

ame = webh.wishfree.conm
ddress: 192.168.08.201

1% 3-28 web.wishfree.com0i| st nslookup
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® DNS g4

set type=all

DNS Afd] Mo = HE &£53517|

wishfree.com

.

HE5h|
= Q|20 S70E|0{0F St= MH 2[0= AtA|et MH S 55 =g 5= 8l
B¥ Administrator: C:\Windows\system32\cmd.exe - nslookup '?”E‘l?' |

> set type=all
> wishfree.com
Server: [192.168.0.11
Address: 192.168.8.1

wishfree.com nameserver = wishfree_ws12
wishfree.com

primary name server = wishfree_wsl12
responsible mail addr» = hostmaster
serial = 4

refresh = 988 (15 mins)
retry = 688 <10 mins>
expire = 86408 (1 day>

default TTL = 3688 (1 hour)

12 3-29 wishfree.comOi| Chsll SSE! DNS 2|2 = 201

o
.



02_DNS- DNs M Zaoz M 253517

- X AO Q& oF =
= /|28e 2 Y MES o &otA| 7] WiZ0 ot
i i=l o A o
HA =2 = T HADO.
B Administrator: C:\Windows\system32\cmd.exe - nslookup IE} 1E|?
1s wishfree.com -

[[192.168.0.111

% Can’t list domain wishfree.com: Query refused

The DNS server refused to transfer the zone wishfree.com to your computer. If th
is

is incorrect, check the zone transfer security settings for wishfree.com on the
DNS

iserver at IP address 192.168.86.1.

> -

12! 3-30 wishfree.comoOil thst S Z& Al — Alaf
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.

oF &, 2SIH DNS AH 0| S=& TH AMH

& Administrator: C:\Windows\system32\cmd.exe - nslookup

‘ ls wishfree.com
[[192.168.0.111]
wishfree.com. NS server = wishfree_wsl2
db A 10.10.16.161
was n 192.168.0.202
webh B 192.168.0.201
>

12! 3-31 wishfree.comoll CHeh S T& A - M3
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IP Tracker: Trace IF
c

1 wwav.ip-tracker.org

Find IP Address - What Is My IP?

x

IP Address Tracker Resuit on IP Map

My IP Address:  61.2 AN
[y Public w Address] (1B
- ** server can't find 242.221.252.61.in-
Rirvarsa DHS: addr.arpa: SERVFAIL
> Dongducheon
Host Address: y hf’g‘y”
1P,
Remote Port: . D?L;I d
e Yangju apyeong
Proxy Checker { -,-.ql 7)&55‘
iy Not Detected | FFA
Browser Referer: www.google.co.kr %'m? Uglﬁ‘;::ﬁau
Computer System: Windows NT ", N Goyang- TS, Nam angju
2 T > \ Wy 2AA VHRBAL S
User Agent: Chrome 50.0.2661,102 ) g .
Browser Type: Main Version Number: 50.0; 2
it Layout Engine: Blink;
Engine Version: 537.36 - A el
Browser Language: en-US,en;q=0.8,ko;q=0.6 ™ |
IP Location Tracked by IP Tracer for ‘My IP': 61.252.221.242 [N \ ?-! d GYE®
My IP Continent: Asia (4S) Pl \
My IP Country: Korea, Republic of # (KR)
My IP Capital: Seoul
‘ g i ngin —T
My IP State: Kyonggi-do ??*I ‘3"5‘,’\?
My P City:  Anyang Iz
My IP ISP: Tbroad Abc Broadcasting Co.,itd SHEAL \
My IP Organization: Tbroad Abc Broadcasting Co.,ltd { { \
Ceain 5 N P < Anseong
AS Number: AS18310 TBROAD ABC BROADCASTING Pyeongtaek oA Al
CO.,LTD. Al P
My Speed Broadband (Cable/DSL) Internet Speed b 1
Connection: [ Check intemet Soead: Dar;?;m‘
il Jincheon
My IP Time Zone: Asia/Seoul A UMD
Local Time: 21:30:47 san. o | :jﬂ:l C’;fg,"f‘“ 1]
|/ \ \ \ 7 r - ’
Timezone GMT 32400 Al \ : m vy
offset: e CHUONGNAM - A5
2 \ e
Sunrise / Sunset: 05:16 / 19:42 .

https://www.ip-tracker.org/
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03_IP F& =& - yu oigspy|

1K HY MEH ZE
SHX 2 ©ESH7| fI8] MHO| K Y-S MESt= THA O Ciet HE
Y= olgct IP F=HOM 7t Sast HE

with ESMTP id 1464094642 .327675. 2999692144 mailtx3

for wishfree76@mail.com);
Tue, 24 May 2016 21:57:22 #9900 (KST)

[10.234.214.35] A|AB] - mailtx3.nmail.com([10.234.214.16])
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< 2K HY M HH

‘Received: from mailtx3.nmail.com (mailtx3.nate.com. [117.53.114.133])
by mx.google.com with ESMTPS id tn9s14707799pac.31.2016.05.24.05.57.24

for wishfree76@mail.com>

(version=TLS1 2 cipher=ECDHE-RSA-AES128-GCM-SHA256 bits=128/128);
Tue, 24 May 2016 05:57:25 0700 (PDT)

Authentication—Results: mx.google.com;

spf9pass (google.com: domain of wishfree@mpas.com designates 117.53.114.133
as permitted sender) smtp.mailfrom=wishfree@mpas.com

[117.53.114.133] — mx3.goolgle.comA{ 2| M A H
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— M 0|&57]

“ 22X HE MH B

Received-SPF : =8 N Y MHQ} IPE SESHFLD, MU0l MEE AH

ot Y =28

stolsto] AH B OJRE HARS ZTHE BA

ot L
N giA =0j2lo| SPF 8|ZEE AX|SHK| LU MBS LAIXH HE0lA shE =0Ql "EE 728t 4 ¢l
one =
Of B20] QI OIS THYEH 4 SISS LIERACY
o Y 2 H[Ql0] XHAIS| =H|QIofA RSEIUCD She | of| CHEH Y= GRS TSP IS #X| 2
eutra
22 LIEpCE ‘Neutral'® None' TH tloat Espi| 2Eict
2 H SE7E 9 - HE EX]| UUCH(HIZE identity7} LAIKIQE UX[S) LAIXEZ| Mo ChEH 2RI
ass 717l SHIQIRIS LIERHCE
Eai HY SIE7E Y - HX 2SS LIEHHH, HYS SAISHHIY MH2| P2t =0[Q10] LXGHK| RS Lt
A EfLHCE
Softfai ‘Fail’z} ‘Neutrale] &7t M= 242 LEHHH, 0= Y S 7t ¢ - HX E[QIoLt XpAIe| =m[Qlo| |
e o TOlE! So| MHIAS S5 KMHsH| QXD 4 QUSS LIEHCE
TempError HIY A MO SPF 22t 22 2015 Il 247 UAMSIHSS LIERHTT
B2 2t ol STHE SPF AZC 40| 24 Hof QL= ‘Mail From’ EHAIKF MEE Slolst=r|
PermError

AEE 4 9SS LIEfHCE
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< 3K} ﬂil%l AMH EH

------------------------------------------------

Tue, 24 May 2016 05:57:25 0700 (PDT)

Return-Path: <wishfree@mpas.com)

10.67.3.200 A{H{0]] 2|5 o] =2

“ 4R} H|Y M HHE

Delivered-To‘ wishfree76@gmail .com
Recewed by 10.157.26.113 with SMTP id u46csp652881otu;

Tue, 24 May 2016 05:57:25 9700 (PDT)

10.157.26.113 AH{0]| 2|5l H| 20| =4I, wishfree76@gamil.com 22 F&0| &t&




03_IP =& =8 - xyojmaixz o125

e r

T B e

h o
1= Windows 91 ZHE| A} =Nn=n X ® 2|2~ 2LE —.= é‘

mYE =2M(0) 22|V E29H o) ZUHM =SZH)
— T e W2 | cpu W22 | O3 | EY3
|gg z=2J8 [Z24 2 | MHIZEES  FHERZ | AER | l l [ L
CPU AfE CPU AR HE EX W 10% cPU A2 3t Tk A% Arg s ol
| CjA3 B 404KE/= C)~3 1O W 0% 23 B A7 v) ‘
} .
'| ,u“li"L.n HE23 B 7Kbps HE=13 O M 0% =3 0j2s A
ojox| D A HUTIEE)  EOIEE) RHEE) 4
| e B
25 G 22| AHS 28 KakacTalk exe 7820 27nateco. 11 334 344
A e nnnnnnnnnnnnnnn e B e SRS a e, 59 81 140 "
i KakaoTalkexe 7820 20321722 % 14 83 9% |= 8= 0% -
= KakaoTalk exe 7820 20313316 & 9 a2 91 Ll==2 1MB/= 7
-gyngIn_T IIIIIIIIIIIIIIIIII L] I4 IIIII L] 1351??1:- [ R L 35 :l 38
chrome.exe 79552 23925525 27 o 27
M HX22ltME) Al E System 4 20313316 23 0 23
HH - a0az ?_)_'i%c 2184324 System 4 20321722 18 0 18
ﬁ'g%‘l‘= }ggg Eg}‘_-"-h 2‘1123 chrome.exe 79552 10817712 0 12 12 il
HE N7 WE A 2:08:36:24 — - -
HEl{EE) 14 /15 | 22 B omom /= [T 82% A2 E 2F G2E o
9_.'5 I}"EE'(MB) : -------------------------------- :
H OIS 073 1 o %2 GLIEI(R)
HIOPA 2+ & V383 L I ;
ZE M4 154 CPU ArE: 13% HH 2 82%
W22 100 HO|K SE/= -

m




03 |P %E-E'.I‘ Traceroute 0|&35}7|

< traceroute(E&|0|ACIR E)

I Z10| SXX|NX| 2= S0 HAX7t= 22 E Q| IPE &I}
UDP2} ICMP IPS| TTL ¢tS O|&
A= &

ALCHEEO| |p =AE ot T

rr
MHm

JEHOA, ST O] fot eIHul F8 S5 &H

| =
—

A Ol O
cél-_r)\}IkI:I.

tracerouteE T+ U =7 O CtE2AH S GE|CHot ofLtz DFEICHH
o



03 |P -’F—.ﬁ %_:-E." Traceroute 0|&35}7]|

- T|Z L4 Bl
traceroute E2 UDP IjZl & O| SIH ST A BEE= 82
NSERELUHME tracert BHOZ &)

tracert 168.126.63.1

o Te|xL g8 =E=E
IC:W)tracert 168.12&.63.1'

IIC] 38F 0| &g

kns.kornet.net [168.126.63.11(=OXE 2= A F4
1 . ~ 2 Al BEgYsyCk
2 x - = g8 Algto| TrEE S c).
3 * * = 23 AlZH0] OrE&| SAsLUCL
4 1 ms {1 ms {1 ns 100.64.16.225
5 <1 ms <1 ms {1 ns 54.239.122.7
6 8 ms 18 ns 1@ ns 54.239 _123_28
? {1 ms 2 ns 2 ns 54.239.123.13
8 2 ms 1 ms Zns 112.175.138.13
9 4 ms 2 ns 4 ns 112.188.241.209

18 3 ms 3 ns 3 ns 112.174.62.229

11 2 ms 2 ms 2 ns 112.174.74.98

12 2 ns 2 ns 2 ns 61.74.74.244

13 2 ms 2 ns 2 ns kns.kornct.nect [168.126.63.11]

>
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< @ A A E 0] 85}
Bzoﬂi 2l sz 20

(m]
LS
E3| x| 20| 0|47t =l = APT(Advanced Persistent Threat) 52432 ¢ Lj

=
OIxIol HOFHE 0183t B9} B

L
off 7= E AfO|ES| f=& miefotn S4517| 2loff & AT E§2ot2=

L L
MH|2o| 25 =Mt ofj7{2] IPE =eld = UAS



# APT (Advanced Persistent Threat)

APT(Advanced Persistence Threat)d2]

S BEZ Qs SE HEIQL WHOR LR AIAHO| HEoH0l AHAS 24550 BH0| LYTLIR| KIS

( . .
APT APT 34X} - Cyber Kill Chain
% @ EE(Reconnaissance) = @ 7| X|&f(Weaponization) = 3 Bl & (Delivery) = @ FYHE &4

a o© T
(Exploitation) = & A X|(Installation) = & F & A H0{(Command and Control) = @ EX e W=
(Actions on objectives)

AN 2/ HdIACIt SEE|= Delivery(APT Life Cycle) THA| £ E| & X| 3 C{-80| O] £0{x{of &t

Weaponization Exploitation Command & Control

4, BESH, AL I
1 59 8k)

QA2 AY

oA T C et \{ o
(MEHQE, Z2teist e #oE S 02310 CRC At Sl
0\}

e\

SEHOI$ YE4Y : oAZZoINY S {a

(E-mail £4) = ? oM AL ME|

Reconnaissance Delivery Installation Actions on objectives




FEIZEIEl - =oaigo st ofs)

X T 2% (Footprinting)
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727
o1

st 7|
o
HME WAQYETL &L= AFHS| CHEEO0| ARl &

ZelSoil ciet ofsH

*H (Social Engineering)
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04_&?1" ping

< Ping('d)
HESA A|AEO| MAIHO 2 RESL=X| +0I8}7| 95t ZFChsE S El7|E|
ICMP(Internet Control Message Protocol)E AFESIH, 7| 2X 2 2 TCP/IP U
ERIIA0M AE



04_237H- cmp A

< ICMPE 0| 8%l 34 Cid A|AHe| &4l o7& YOIE= U™
Echo Request(Type 8)2t Echo Reply(Type 0) 0| 25}7|
Timestamp Request(Type 13)2} Timestamp Reply(Type 14) O|&5}7|
Information Request(Type 15)2} Information Reply(Type 16) 0| &35}7|
ICMP Address Mask Request(Type 17)2 ICMP Address Mask Reply(Type
18) O| &3}7|

— 71 LEtH Ol 82 Echo Request(Type 8)2F Echo Reply(Type 0)€ O|&3t= A



04_27ZH- icmp 2

o QE o AlSH Zq}
ICMP I{Zl9| Z0|E LtEtH(RI =R £ 32HI0|E, FYAL} 2[55A & 56HI0|E)
=24 &0 ELH2 ICMP Echo Reply IfZlo| 27|
Echo Request I 212 E'Hl = Reply TfZ = B 7|77K[ Q] A|Zt
TTL(Time To Live) &f
Request I ZI 2| 7<=, Reply THZIQ| 7H==, =4 =l TfZIO| 7=

FX 5

Request I 212 E'H = Reply IfZlO| 97|77 |12 AlZH 7S
L BEX Administrator: C\Windows\system32\cmd.exe |EHE|§| |
Wping 192.168.08.1 -

eply from 192.168.8.1: |}
eply from 192.168.0.1:
eply from 192.168.0.1: |bytes=32time{imsfiTTL=128
eply from 192.168.8.1: |bytes=32time{imnsfiTTL=128
Ping statistics for 192.168.68.1: @ 0
@IPackets: Sent = 4, Received = 4, Lost = @ (8% loss).|
Approximate round trip times in milli-seconds:
@rhinimum = ﬁms, Maximum = éms, ﬂverage = ﬁm

C:¥> -




