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2. Scaling VLANS




Chapter 2 - Introduction

S27| Y HERAINHAM 29K =7t S7tetof Ml HE AT VLAN A EHIAE
2e[oh= O Zaet ™A 227 287t ELCE O] oAM= VLAN 2 EF3E Ee|ot=0|

MES =RA=NENZTEEFT T YEE A0 FLICL

VTP (VLAN Trunking Protocol)= %t HIE 30| Mol 22| E SYL|CEH VTP AH E

A QK| = =0 Q0| M VLANS| =7t AFK| B 0| & HZZ 2te| & &= JASLICL O E ,
MZ& VLANO| VTP A H 0 $7HEIE'E| VLAN B E = Eﬂﬂolol RE ﬁTIXIOH =i & I-I Ct.
2t 2= AKX A VLANS 74 & 27} g5 L CH vIP= CHEE2| Cisco Catalyst
AE2|= MEBOM AHEE &= Q= Cisco S8 T2 EZ YL L.

VLANZS AtE5I0 Lot HERAE MAHESHH d&, el a8d 8 E2t0| 4 E L.
Ed 3= ZX| 70 2] VLANO|A] EEE HESH= E1| AEE LTt DTP (Dynamic Trunking
Protocol)= ZE7} AKX 2t EHAZ X522 e = U= 762 MU



Chapter 2 - Sections & Objectives

= 2.1 VTP, Extended VLANS, and DTP (vTp, &% vLAN 2 DTP)

« Configure enhanced inter-switch connectivity technologies. (g4 A2/x| 7+ AZ 7|z 714)
e Compare VTP versions 1 and 2. (vTP H{7F 11} 2 H| )
* Configure VTP versions 1 and 2. (vtp #F 11t 2 74)
» Configure extended VLANS. (&% VLAN 74)
» Configure Dynamic Trunking Protocol (DTP). (58X E¥Z Z2EZ (DTP)2 T74)

= 2.2 Troubleshoot Multi-VLAN Issues (= vian 25 32)

* Troubleshoot issues in an inter-VLAN routing environment. (inter-vLAN 2t & SHZ0|A 2 X 8{Z)
* Troubleshoot common inter-VLAN configuration issues. (259l inter-VLAN 74 2| 8§ Z)

* Troubleshoot common IP addressing issues in an inter-VLAN routed environment. (inter-VLAN 22 &
SHHOIM LEHHOI P T4 2RIS ofZ)

* Troubleshoot common VTP and DTP issues in an inter-VLAN routed environment. (inter-VLAN 2t &l
S0 M LLHE Q1 VTP % DTP 27 3f1Z)



Chapter 2 - Sections & Objectives (Cont.)

= 2.3 Layer 3 Switching (210]0{ 3 22|&)
* Implement inter-VLAN routing using Layer 3 switching to forward data in a small to medium-sized
business LAN. (54 7|28 LANOIA H|O|E{S M Et7| Qsf 2]0]0f 3 22X S AR S}O] inter-VLAN 2+ E 731)
» Configure inter-VLAN routing using Layer 3 switching. (210/0f 3 A2| A& A28}0] inter-VLAN 2t & F4)

» Troubleshoot inter-VLAN routing in a Layer 3 switched environment. (210/0f 3 29|A #ZA0|| A inter-VLAN 2t &l
=X sl &)



2.1 VTP, Extended VLANS, and DTP



VTP Concepts and Operation

VTP Overview

= VLAN trunking protocol (VTP) allows a network administrator to manage VLANS on a switch
configured as a VTP server. ({93 2a|xt= vIP (VAN EZZ T2 E2)2 AFSS10] VTP AH 2 T E AQ|X|0fA VLANS

2| g = AFLITH)

= The VTP server distributes and synchronizes VLAN information over trunk links to VTP-

enabled switches throughout the switched network. (vtp A= 23 232 S s Y EQ3 MK Q| VIP 75
29 X|0f VLAN HEE 2H{3t 1 S7|stetLct)

VLAN 10, 20, 997} O|0] F+HE|0f QU1
D E AQIX|0f| VLAN 302 Z=7}8lof
St &2 7HY S| AL

= $+FO 2 HYsl= B2 12719

A QK| ZHZHof| VLAN 302 T sof &




VTP Concepts and Operation
VTP 88
VP Componerts — Dotnien |

VTP Domain * Consists of one or more interconnected switches.
= All switches in a domain share VLAN configuration details using VTP
advertisements.
= Switches that are in different VTP domains do not exchange VTP messages.
* A router or Layer 3 switch defines the boundary of each domain.

VTP Advertisements * Each switch in the VTP domain sends periodic global configuration advertisements
from each trunk port to a reserved multicast address.
* Neighboring switches receive these advertisements and update their VTP and
VLAN configurations as necessary.

VTP Modes A switch can be configured in one of three VTP modes: server, client, or transparent.
VTP Password Switches in the VTP domain can be also be configured with a password.
I ———————— ’
Note: VTP advertisements will not be exchanged if the trunk between the switches is inactive or if the trunk is 2K ZHel EY ﬂ7|' bl )gE_|:|_O| ALt = xLE T &0
misconfigured. U2 ™ VTP advertisements?} W S| X| F& LI,
VIP+d 284 9|
VTP =oj el * BLEO|&e] & ZE 29X 2 L EEL L

. Cololo] S5 AR VTP DES 010 VLAN T4 M% HEE SRELIC
+ CHE VTP S0|I019LE A9%] £ VTP BJAIK| & RS5}X| RELiCh
- BHRE EE A3 3 A9IKIE 2 £Hjelo] 2 E FolL,

VTP g1 « VTP =0jolo| 2t Agix|E 2t EH3 TEOIN 0% B PE|HAE Faz TN 2

. ,qlx,; L2/A|= Ol2iE = w5 280 T2 VTP 8 VLAN 8= SHOIES

L|Ck
ViP 2E AMH, 2EI0|AUE == FF2| A ZHX| VT S OtLE &9K|E 148 2 =+ AsHCL

VTP H| 2 ¥ = VTP EHOIo] AQX|E Q&2 J1ud TF 2= i’lﬁLIEL



VTP Concepts and Operation

VTP Modes

VTP Mode

VTP Server .
VTP Client .
VTP Transparent .

Definition

VTP servers advertise the VTP domain VLAN information to other
VTP-enabled switches in the same VTP domain.

VTP servers store the VLAN information for the entire domain in
NVRAM.

Switches configured in VTP server mode are allowed to create,
delete, or rename VLANSs for the domain.

VTP clients function the same way as VTP servers, but you
cannot create, change, or delete VLANs on a VTP client.

A VTP client only stores the VLAN information for the entire
domain while the switch is on.

A switch reset deletes the VLAN information.

You must configure VTP client mode on a switch.

Transparent switches do not participate in VTP except to forward
VTP advertisements to VTP clients and VTP servers.

VLANSs that are created, renamed, or deleted on transparent
switches are local to that switch only.

To create an extended VLAN, a switch must be configured as a
VTP transparent switch when using VTP versions 1 or 2.

0

« VTP At VTP Z0|Q VLAN B EE 5Lt VTP T Q9| CH2

VTP 7t5 AQX|0ff 2L
VTP MH & M4 T Ql0f Cjst VLAN B 2E NVRAMO| &St
I:}_

« VTP A ZE0|A FHE 29X ZH Q19 VLANS ¥4, X =

£ 0[&2 t= 7 st

T a-g

+ VTP 2210|HE= VIP Mot 2ot HA O = BFSX| T VTP 2
&

VTP 20| E = A X|7H AK 9=
VLAN HE OF {ESHL

AQX| FAHES VLAN HEE AHELILCH
AQX| A VTP 22t0|9E BEE Fde{opEL T

E% AQAE VTP L2 VTP 2210|YE Y VIP AHE HESHE
A Qo= vTPO| Eoj5tX] ¥EL T

FEAYAM &, 0|5 #E
O 2t BHELI O,

S VLANE 2HEHE VTP 1
VTP 58 A% 2 g8 0F LI T

TE 28 ASE [ AYNE



VTP Concepts and Operation

VTP Modes (Cont.)

VTP 2EHQ

VTP Clent VTP Transparent

What are the * Manages domainand + Updates local VTP
differences? VLAN configuration. configurations.
« Multiple VTP servers  « VTP client switches
can be configured. cannot change VLAN
configurations.

Does it respond to VTP
advertisements?

Is the global VLAN
configuration preserved
on restart?

Does it update other
VTP-enabled switches?

Participates fully Participates fully

Yes, global configurations No, global configurations
are stored in NVRAM are stored in RAM only

Yes Yes

* Manages local VLAN
configurations.

« VLAN configurations
are not shared with
VTP network.

Only forwards VTP
advertisements

No, local VLAN
configuration is only
stored in NVRAM

No

WP =122

% oAUT? . EHAYVIANTY « ZZVIPTHE2YH - E?E* VLAN F4& &
£ . O|ESILIC 2ZH0.
' 0131 VIP HHE 4+ VIPSZOAEAY « VAN THRVIPY
g AU, NevanFd2#  EYI2RET Y
2+ giaun. sHC
VIP 310f SHEL? 2He B &5 20 VIP 31 2 Hg

HAZA G VAN 78 O, 22 752 NVRAM OfL|2, HE F42 RAM 0fL|2, ZZ VLAN 74

Of AL LCERD O KEE & NVRAMC| 2 HEE L
o

QEVIP7Ls 24KE O g oy



VTP Concepts and Operation
VTP Advertisements

= Three types of VTP Advertisements: (|

7R |E9 vTP €&l )

Summary advertisements — contain VTP
domain name and configuration revision
number. (vTP =02l 0|2 & 74 Y B S
ZotetL|ct)

Advertisement request - response to a
summary advertisement message when the
summary advertisement contains a higher
configuration revision number than the
current value. (summary advertisement0i| 24X 2= Ct
=2 7 NE W7t Zg E B2 summary advertisement
ol ALK Off CHeE S EFRILICE)

Subset advertisements - contain VLAN

information including any changes. (#%
ArSHS Zohsh VAN HE7F ZehEl L|Ct)

New VLAN added

|
» 5

VTP Summary Advertisement

VTP Advertisement Request

VTP Subset Advertisement



VTP Concepts and Operation

VTP Versions

= Switches in the same VTP domain must use the same VTP version. st
VTP S Q10| AQX|= SUSHVTP H{ES AL S| 0FEL|Ct)

Definition

VTP Version
VTP Version 1

Default VTP mode on all switches.
* Supports normal range VLANSs only.

VTP Version 2 * Supports normal range VLANSs only.

* Supports legacy Token Ring networks.

= Supports advanced features including unrecognized Type-Length-Value
(TLV), version-dependent transparent mode, and consistency checks.

Ve o

VTP {7 1 .« DE AQIX|0] 7|2 VTP BE
. A4 Q| VLAN 2 K|S T
VTP % 2 . A4 Q| VLAN 2 X|BLTH

« HHA EZ 2 HEYIE x|HSL|LCE
o QIAl BF Q1= TLV (Type-Length-Value), HHH £ £8 2 £ gl ¢k
HAIE Zakst 12 7|52 x| st o)

Note: The newest version of VTP is Version 3, which is beyond the scope of this course.




VTP Concepts and Operation
Default VTP configuration

Verify Default VTP Status

S51# show vtp status
VTP Version capable
VTP version running
VTP Domain Name
VTP Pruning Mode
VTP Traps Generation Disabled

Device ID £078.167c.9900
Configuration last modified by 0.0.0.0 at 3-1-93 00:02:11

1

Disabled

Feature VLAN:

VTP Operating Mode : Transparent

Maximom VLANs supported locally 255

Number of existing VLANs 12

Configuration Revision [+]

MD5 digest 0x57 0xCD 0x40 0x65 0x63 0x59 0x47 O0xBD
0x56 0x9D Ox4A O0x3E O0xAS5 0x69 0x35 0xBC

S1#

= The show vtp status command
displays the VTP status which includes

the following: (show vtp status &2 ct22
ZeoHE VTP SEIE EAIRLCL)

* VTP Version capable and running
* VTP Domain Name

* VTP Pruning Mode

* VTP Traps Generation

« Device ID

« Configuration Last Modified

¢ VTP Operating Mode

¢ Maximum VLANs Supported Locally
* Number of Existing VLANSs

« Configuration Revision

« MD5 Digest



VTP Concepts and Operation
VTP Caveats v za a)

= VTP configuration revision number

is stored in NVRAM. 1p 24 1Y Mz
NVRAMO]| & &HEIL|CE)

= To reset VTP configuration revision

number to zero: (vrp 74 Y WS 022

MEgote B LhEE TABHIAIL)

* Change the switch's VTP domain to a
nonexistent VTP domain and then
change the domain back to the original
name. (29Ix1e| vip ZH oIS EXtX| o= VTP
EHQIOR WA ChS E0QlS 2| 0|22 ChA|
HESIHAIR)

* Change the switch's VTP mode to
transparent and then back to previous

VTP mode. (29[| vIiP ZEE EQoz B
S CHS O|F VTP ZEZ CHA| HIFSIAAIR)

VTP Domain = ciscal

Revision Number = 17 VTP Server
VLANs = 10,20 \ﬁ
\
f’ A

r A

VLAN10 . “
II b
\
172.17.10.21 ! \
VLANZ20 VTP Client

{
172.17.20.22

VLAN1O

rl
172.17.10.23

VTP Domain = ciscol
Revision Number = 17

VLANs = 10,20 VLANs = 30,40

VTP Domain = ciscol
Revision Number = 17
VLANs = 10,20

VLAN20

.
172.17.20.24

VLAN20

»
172.17.20.25

VLANZ20

»
172.17.20.26

VTP Domain = ciscol
Revision Number = 35



VTP Concepts and Operation

VTP Caveats (Cont.)

= See graphic:

* S4is added. The startup config has not been erased and
VLAN.DAT file on S4 has not been deleted. S4 has the
same VTP domain name configured as other two switches
but its revision number is 35, which is higher than the
revision number on the other two switches. (S47t
FILE|ASLICH A2 70| XXX A2 T S42| VLAN.DAT

THAO| APM| = K| GUASLICE S40i= CHE &+ ¢°|XI9r St
VTP =0 ¢l O] 50| &0 AKX I4E Ho = 350/ O =
CHE & 291X[2 W8 HS EOt 5 L[C)

* S4 has VLAN 1 and is configured with VLAN 30 and 40. S4
does not have VLANs 10 and 20 in its database. Because
S4 has a higher revision number, the rest of the switches in
the domain will sync to S4's revision. (S40& VLAN 10| 111
VLAN 30 & 402 2 19 %[0] QS LIL} sS40 = G O|E{H| O] A0
VLAN 10 % 200| SI&LICE s42| 78 =7t =7| 20
O Qle| LIHX| A2X|= s49| HE 1t &7|2tE LICt)

* Consequence is VLANs 10 and 20 will no longer exist on
the switches, leaving clients that are connected to ports

belonging to those non existing VLANSs without connectivity.

(ZIHX 2 2 VLAN 1o 1 202 AQX|0f G oA =X||S}X|
pooz AHZO| g 7|&E VLANO| 38t ZEO| HZAE
Seato|QEL A2 YA ZIL )

- —"1=

VTP Domain = cisca

Revision Number = 17 VTP Server
VLANs = 10,20 \ﬁ
A\
IJ »

VLAN1O

172.17.10.21

VLAN20

-
172.17.20.22

VLANTO

. e
172.17.10.23

VTP Domain = cisco1
Revision Number = 17
VLANs = 10,20

VTP Domain = ciscol

. Revision Number = 17

VLANs = 10,20

VLANZ0

rJ
172.17.20.24

VLAN20

( 4
172.17.20.25

VLANZ20

-
172.17.20.26

VTP Domain = ciscol
Revision Number = 35



VTP Configuration
VTP Configuration Overview

= Steps to Configure VTP: (vrpr2 248t £t ;)

- « Step 1 - Configure the VTP Server (vtp
R NEES))
VLAN1O | o] / VTPServer*\\ -l vLANTO Step 2 - Confi h -
K PN . p onfigure the VTP Domain

\
< \ VAN Name and Password (vrp =09l 0|2 2

ffFDH Fl)fS\\ Hl Eél H‘—-|§ :rLAC-’i)
vLANzo | -] = Trunks / L VLAN20 . .
T » Step 3 - Configure the VTP Clients (vtp

1?2.1?.10:25 %El-olOdE __I.I.Ac->|)

v * Step 4 - Configure VLANs on the VTP
. Server. (vip ME{0|A VLANS T2 L)

1?2.1?.10;3 172.17.10.26
« Step 5 - Verify the VTP clients have

received the new VLAN information. (vtp
SCtO|AETE M VLAN M EE =AM =X| olstet)

VTP Client VTP Client



VTP Configuration
Step 1 — Configure the VTP Server

S14 cont ¢ = Use the vtp mode server command to

Enter configuration commands, one per line. End with CNTL/Z.

) e e T the device to client mode. configure a switch as a VTP server. (vp mode server

off Set the device to off mode. HHAS ALESIH AKX E VTP AHE FTESHMAIR)
server Set the device to server mode.
transparent Set the device to transparent mode.

« Confirm all switches are configured with default
Bl(config)d vip mode server configuration before issuing this command to avoid

Setting device to VTP Server mode . ) . o

EES problems with configuration revision numbers. (&4
WY Hof 27 LS| Y= o] FHS HASHY| Mo 2

AQX7t 712 FEL 2 FEEI0 A=A HABHUAIL)

S1# show vtp status

VTP Version capable
VTP version running

vIp version run Use the show vtp status to verify. (show vip status=

o - o
VIP Pruning Mode : Disabled AHE SO %I'on_lngMQ-)
VTP Traps Generation : Disabled

Device ID + £078.167c.9900

Configuration last modified by 0.0.0.0 at 3-1-93 00:02:11 * Notice configuration revision number is still setto 0

Local updater ID is 0.0.0.0 (no valid interface found) . . .
e viam, and number of existing VLANS is 5. (4 /1™ iz =
M3 022 ™0 =St VLANS| =& 52 L|CL)

VTP Operating Mode

Nenber ot existing viats T  The 5 VLANSs are the default VLAN 1 and VLANSs
i}gétﬂ;;:é'”n revieren : 0x57 0xCD 0x40 0x65 0x63 0x59 0x47 OXED 1002-1005 (5 72| VLANE 2 default VLAN 1 2} VLAN 1002-

0x56 0x9D Ox4A O0x3E 0xA5 0x69 0x35 OxBC

s1# 1005 L|C}.)

to 3

1
1




VTP Configuration

Step 2 — Configure the VTP Domain Name and Password

= Use the vtp domain domain-name
command to configure the domain

Name. (vtp domain domain-name &S AI&3}0]
COQl 0|2 TESHHAIR)

* VTP client must have same domain
name as the VTP server before it will

accept VTP advertisements. (vtp
SEI0[AE = vIP Y2 S +E5H7| o VTP AMH 2t
ZO[Ql 0| 20| ZtofOF BFL|Ct)

= Configure a password using the vtp
password password command. i

password password BH2 AtE5I0 H|LHS E
T AIR.)
* Use the show vtp password command

to verify. (show vtp password H &S AH2310f
OIS AIR.)

Sl(config)# wtp domain ?
WORD The ascii name for the VIP administrative domain.

S1({config)# vtp domain CCMA

Changing VTP domain name from NULL to CCHA

*Mar 1 02:55:42.768: %5W_VLAN-6-VTP_ DOMAIN NAME CHG:
VTP domain name changed to CCMA.

Sl{config)#

Sl(config)# vtp password ciscol2345
Setting device VTP password to ciscol2345
S1l(config)# end

S14# show vtp password

VTP Password: ciscol2345

S1%




VTP Configuration
Step 3 — Configure the VTP Clients

S2(config)# vtp mode client

Setting device to VTP Client mode for VLANS.

S2(config)# vtp domain CCMA

Changing VTP domain name from NULL to CCHA

*Mar 1 00:12:22.484: %SW_VLAN-6-VTP_DOMAIN NAME CHG: VTP domain name changed to

S2(config)# vtp password ciscol2345
Setting device VTP password to ciscol2345
S2 (config)#

= Use the vtp mode client command to configure the VTP clients. tp mode client 322
AHB80] VTP S210|HEZ THBIMAIR.)

= Use same domain name and password as VTP server. (vip Au{et S U3t =

HI2HS S AFESIUAIR)

ro
o
ol
%3



VTP Configuration
Step 4 — Configure VLANSs on the VTP Server

S1# show vlan brief

= Use the vlan vlan-number command to create VIAN Neme status  Ports
VLANS. (vlan vian-number 3 &S AF23H0] VLANS BHSLICE) 1 defamlt  active Fa0/3, Fa0/4, Pa0/s, Fa0/s
Fa0/7, Fa0/8, Fa0/9, Fa0/10
. . Fa0/11, Fa0/12, Fa0/13, Fa0/14
= Use show vlan brief to verify the VLANS. (show vian B e ey Tl
briefE AI235I0 VLANS 2 QIsHA! A|Q_) Fa0/23, Fa0/24, Gi0/1, Gi0/2
= Use show vtp status to verify server status. (show T oy U il
vtp StatUS% Al"g'-é-l'o:l A-I H-I AOI-EH% gl'ol_l-é-l'g AIQ) token-ring-default act/unsup

fddinet-default act/unsup
trnet-default act/unsup

« Every time a VLAN is added the configuration

register is incremented (vLANO| 7} € mjojct 9
H K| AE7F Z7HgE LT S14 show vip status

VTP Version capable

1to3

VIP version running 1

VTP Domain Name CCNA
VTP Pruning Mode Disabled

t
]
) g '
S1(config)# wvlan g
VTP Traps Generation t Disabled
t
0.

S1 (config-vlan)# SALES

S1 (config-vlan) # 20

S1 (config-vlan)# MARKETING
S1(config-vlan)# 30

S1 (config-vlan)# ACCOUNTING

Device ID £078.167c.9900
Configuration last modified by 0.0.0.0 at 3-1-93 02:02:45
Local updater ID is 0.0.0.0 (no valid interface found)

Feature VLAN:
VTP Operating Mode
Maximum VLANs supported locally

Number of existing VLANs

Configuration Revision H
MD5 digest 0xFE 0x8D 0x2D 0x21 O0x3A 0x30 0x99 0xC8B
0xDB 0x29 0xBD O0xE9 0x48 0x70 0xD6é 0xB6

S1 (config-vlan)#

S1#

S1#




VTP Configuration
Step 5 — Verify that the VTP Clients Have Received the New VLAN Information

52# show vlan brief

= Use the show vlan brief command to verify that

the client received the new VLAN information. e
(show vlan brief 3 &2 AFE5H0 22t0|AUETL A VLAN BEE 1 default active Fa0/2, Fa0/3, Fa0/4, Fa0/5
Hkol-hxl §|-O|-(‘5|.AIA|2) Fal0/6, Fa0/7, Fa0/8, Fa0/9
= AT = (= . Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
. i i i Fa0/18, Fa0/19, Fa0/20, Fa0/21
Verify client status using the show vtp status S SR Sae
command. (show vtp status B2 AR50 2210 E _— tive Gio/2

HEIE 2QISHUAIR)

fddi-default act/unsup
token-ring-default act/unsup
fddinet-defanlt act/unsup
trnet-default act/unsup

S2# show vtp status
VTP Version capable
VIP Version running 1

VTP Domain Name CCHA

t 1 to 3
t
8
VIP Pruning Mode t Disabled
t
8

VIP Traps Generation Disabled
Device ID b07d.4729.2400

Configuration last modified by 0.0.0.0 at 3-1-93 02:02:45

Feature VLAN:

VTP Operating Mode Client

Maximum VLANs supported locally 255

Number of existing VLANs ]

Configuration Revision : 6

MD5 digest 0xFE 0x8D 0x2D 0x21 O0x3A 0x30 0x99 O0xCB
0xDB 0x29 0xBD 0xE9 0x48 0x70 0xD6 0xB6

S2#




Extended VLANS
VLAN Ranges on Catalyst Switches

= Catalyst 2960 and 3560 Series switches

support over 4,000 VLANS. (catalyst 2960 2! 3560 Switch# show vlan brief
Series 22| X|= 4,000 7§ 7} &= VLANS X[ gL|Ct)

VLAN Name Status Ports
1 default active Fa0/1, Fa0/2, Fa0/3, Fa0d/4
= Normal range VLANSs are numbered 1 to o Belty ok WL
EH o A ol Fa0/9, Fa0/10, Fa0/11, Fa0/12
1’005 (normal &?{2] VLANZ A 158 1,0057HA] &L{TH) Fa0/13, Fa0/14, Fa0/15, Fa0/16

Fa0/17, Fa0/18, Fa0/19, Fa0/20

« Stored in vlan.dat file (vian.dat T+ ofl XM=& L|Ct) Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gi0/1, Gi0/2

1002 fddi-default act/unsup

= Extended range VLANS are numbered 1,006 |[BrRe e tems Ty
1004 fddinet-default act/unsup

t0 4,094. (extended ¥ 9|2 VLANS %X} 1,006 Ef 4,0947HX| 1005 trnet-default act/unsup

2LICt)

* Not stored in vlan.dat file (vian.dat T of| X x|
&Lt

VTP does not learn (vtp= at&3HX| &L Ct)



Extended VLANS

VLAN Ranges on Catalyst Switches

Type Definition l

Normal range VLANs =

Extended range .
VLANs

Used in small- and medium-sized business and enterprise networks.
Identified by VLAN IDs between 1 and 1005.

IDs 1 and 1002 to 1005 are automatically created and cannot be removed.
(IDs 1002 through 1005 are reserved for Token Ring and Fiber Distributed Data
Interface [FDDI] VLANSs.)

Configurations are stored within a VLAN database file called vlan.dat, which is
stored in flash memory.

Used by service providers and large organizations to extend their
infrastructure to a greater number of customers.

Identified by a VLAN ID between 1006 and 4094.

Support fewer VLAN features than normal range VLANs.

Configurations are saved in the running configuration file.

Ha g9l VLAN s =479 9 7|9y
« 10§A 1005 AtO|2| VLAN IDE
« ID 11t 1002 ~ 1005= AtS

—

E30 AZE UL

o= WYL HA ¥ 4+ SI&LICH ID 1002-10055
E= & 5 FDDI (Fiber Distributed Data Interface) VLAN 2

222 Hef=lf sl

* 782 vian.dat °f= VLAN G O|E|H| 0|~ I+ Lol MEED ScifAl H220 X

LI

=& = VLAN « MH|Z HZ
C}.

* 1006041 4094 AtO|2] VLAN IDE
« 28 Q| VLANEL X2 VLAN 7|52 A ¥ L
dZ0l g WA MY E L

- FHE 43

AKX LU CH7| oM Q1= e QMo

szote O AL

= [=]



Extended VLANS
Creating a VLAN

S51# configure terminal

S1(config)# vlan 20 Switch S1:
Sl1(config-vlan)# name student VLAN 20
S1(config-vlan)# end " student”

FO/1

Student PC
172.17.20.22

2

FO/M

= Normal range VLANS are stored in flash in

vlan.dat (2t #2| VLANE vian.datol| S2HA|2
MZEEL L)

Use vlan vlan-id to create a VLAN (VLAN vian-
idE A SH0] VLAN 4 4)

* Use name vlan-name to name the VLAN (VLAN
O|E2 X|™H%l2{™ O] & vlan-nameS AI23IMA| L)

* Naming each VLAN is considered a best practice

in switch configuration. (A9IX| F-40f A ZH VLANS)

0|F= AI'’8st= 40| 7ty F&UCt)

To configure multiple VLANS, a series of
VLAN IDs can be entered separated by
commas, or a range of VLAN IDs separated

by hyphens. (612] vLANS 743l2{® L219| VLAN IDE
FHE TR0 LYASIILL St0|E2 2 L2350 ChyS
H?S VLAN IDE €9 & = U5

« vlan 100,102,105-107



Extended VLANS
Assigning Ports to VLANS

Cisco Switch I0S Commands

= Access port can belong to only one

Enter global configuration mode. 51# configure terminal

VLAN at a t|me (O—'M'”ﬁ TEL 3 o" o|-L|-0| Enter interface configuration mode. 51 (config)# interface interface id
A Ol A Set the port to access mode. Sl (config-if)# switchport mode access

VLANOIEr 5 5 Bt I:l-) Assign the port to a VLAN. 51 (config-if)# switchport access vlan vlan id
 Only exception is when an IP phone is sl o ENEC oI (S e T e

connected to the port. Then there are 14 contigure torntnal

two VLANSs associated with the port: L L L

one for voice and one for data. (p ®zt7t ig-if)# switchport access vlan 20

EE0| @7 AL ol2gyrh 18 0 B e1(contig-i)+ end

2EE F 712 VLANO| /S LILE BtLhE 59 &0[1
StLt= OO0l )LL)

FO/1

Note: Use the interface range
command to simultaneously configure
multiple interfaces. &= : o 25022

o M Student PC
SA0f 7443}2{H interface range BH S ALESIAAIR) - 022 a8
Fo/18
Q; Switch S1:
Port FO/18

VLAN 20



Extended VLANS
Verifying VLAN Information

S1# show vian name student = Commands to verify VLANS:

VLAN Name Status  Ports « show vlan

20 student active  Fa0/11, Fa0/18 e show interfaces

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2 ° ShOW Vlan name V|an_name

20 enet 100020 1500 - - - - - 0 0 e show vlan brief

Remote SPAN VLAN

Disabled

¢ show vlan summary
« show interfaces vlan vlan-id

Primary Secondary Type Ports

S1# show vlan summary

Humber of existing VLANs

Humber of existing VTP VLANs
Humber of existing extended VLANS

S1#




Extended VLANS

Configuring Extended VLANS

Sl(config)# vtp mode transparent

Setting device to VTP Transparent mode for VLANS.
Sl(config)# vlan 2000
Sl(config-vlan)# end

S1#

S1# show vlian brief

VLAN Name

1 default

1002 fddi-default

1003 token-ring-default
1004 fddinet-default
1005 trnet-default

2000 VLANZ000

S1#

Status Ports

active Fa0/3, Fa0/4, Fa0/5, Fa0/6
Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fa0/14
Fa0/15, Fa0/16, Fa0/17, Fa0/18

Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gi0/1, Gio/2
act/unsup
act/unsup
act/unsup
act/unsup
active

= Extended range VLANS are identified by a

VLAN ID between 1006 and 4094. &= &<

VLAN<2 10064} 4094 AO|2] VLAN IDE AlHEIL|CTH)

To configure an extended VLAN on a 2960
switch it must be set to VTP transparent
mode. (By default 2960 switches do not
support Extended range VLANS.) (2960

2K 2 VLANZ 74512 ™ VTP transparent ZE 2
MMsoF StLICE 7| 2X O 2 2960 A QK| = A #HQ| VLANS
K| ASHR| A& LICE)



Dynamic Trunking Protocol

Introduction to DTP

Port FO/1 is configured with |

Part FO/3 Is configured with
switchport mede trunk

This link is a trunk.

switchport mode dynamie aute

Both ports configured with switchport
mode trunk effectively forces both ports to!
stay in trunk mode. FO/1

=

This link is not a trunk.

Both ports configured with switchport

mode dynamic auto results in an inactive

FO/3 | trunk link.

Port FO/1 is canfigured with
switchport mode trunk

|

Fo/1

Port FO/2 is configured with
switchport mode dynamic auto

|

= Trunk negotiation is managed by the Dynamic Trunking Protocol (DTP) (egdagade s
ofsff 2t2| & LICt.)

MEYY ZZEE (DTP)O

DTP is a Cisco proprietary protocol (DTP= Cisco 58 Z2EZL|C})

automatically enabled on Catalyst 2960 and Catalyst 3560 Series switches. (Catalyst 2960 X Catalyst 3560 Series 22| X| 0f A
s 2datE L)

= To enable trunking from a Cisco switch to a device that does not support DTP, use the switchport mode

trunk and switchport nonegotiate (Cisco 22|X|0ll A DTPE X| 3K = M2 EYZS

oF= &} SHAS
switchport nonegotiateES A3t A|R)

=t M 515Ee{ B switchport mode trunk 2t



Dynamic Trunking Protocol
Negotiated Interface Modes

» Different trunking modes: (& £33 22 )

. . D ic A A Trunk Trunk A
« Switchport mode access - interface becomes a D;::K e S o T oo
nontrunk interface- (Ol_lE'I JTL‘||O|&E Hl E%Iﬂ 0|_|E-| JTL‘||O|&7|- Trunk Trunk Trunk Trunk Limited Connectivity
Eul L—l I:I') Access Access Access Limited Connectivity Access

* Switchport mode dynamic auto - interface

51# show dtp interface £0/1

becomes a trunk if the neighboring interface is set DTP information for FastEthernet0/1:
: = TRUNE/
to trunk or desirable mode. (/& QIE{ | 0| A7} trunk 802.10/802.10/802.1Q
= desirable REE A E 2 EHATV} L) Neighbor address 1: 0CD996D23FE1
Neighbor address 2: 000000000000
* Switchport mode dynamic desirable - interface il et el e e S 12/RONNTNG
i i . ) i Access timer expiration (sec/state): never/STOPPED
becomes a trunk if the n8|ghb0r|ng interface is set Negotiation timer expiration (sec/state): never/STOPPED
. . Multidrop timer expiration (sec/state): never/STOPPED
to trunk, desirable, or dynamic auto mode. (2/% e ey e
QIE{IH| O] A 7} trunk, desirable, or dynamic auto 2EZ &7 = # times multi & trunk 0
710 O TT- A 24 = Enabled: aim
4% QIHIO|A7F EE AT EL L) e .
*  Switchport mode trunk - interface becomes a <output omitted>

trunk even if the neighboring interface is not a trunk

interface. (21 HHO|AZF EEA QIHI{|O]AT}

OfL|C{2tE QIE{HO|A S E T} ElL|CH) = Configure trunk links statically whenever possible.
Cls ot EY3 P35 FHOE TPsAIR)

» Use show dtp interface to verify DTP. (show dtp
interfaceE AH&3510] DTPE &It A|2)

* Switchport nonegotiate - prevents the interface

from generating DTP frames. (2! E{ & 0| A7} DTP
Zo Y2 HHSHR| ZEHA gLCt)



Dynamic Trunking Protocol

Packet Tracer - Configure VTP and DTP

cisco.  Cisco Networking Academy

Mind Wice Oper’

Topology

Addressing Table

Packet Tracer — Configure VLANs, VTP and DTP

Background | Scenario

Part 1: Configure and Verify DTP
Part Z: Configure and Verify VTF

As the number of switches in a network i
trunks can be challenging. To sase some of the \."LAN and lrunking configurations. WLAN lrunking protoco

Device Interface IP Address Subnet Mask
PCo NIC 192,466,101 255,255,255,
pC1 | nic 192.168.20.1 255.256.255.0
poz | nic 192,186,301 | 255.255.255.0
PC3 | nic 192.168.30.2 265.255.255.0
PC4 Inic 192166202 | 2552552550
[ [ nic 182,166,102 | 255.255.255.0
51 VLAN 99 192.168.99.1 255.255.255.0
52 [ vLan 8 R LT | 2552552550
53 | vLan o9 192.168.99.3 2655.255.255.0

Objectives

(VTP allows & netwark

o

y to manage the VLAMNE and

of VLAN=. Trunk negotiation between
network davices is managed by the Dynamic Tmnklng Pratocal (OTP), and is automatically enabled on
Catalyst 2060 and Catalyst 3550 swilches




2.2 Troubleshoot MultlI-VLAN Issues



Inter-VLAN Configuration Issues

Deleting VLANS

Assume S1 has VLANSs 10, 20, and 99 configured,

(S10fl VLAN 10, 20 & 997t T+ =0 U0 VLAN 997} Fa0/ 18 ~ Fa0 /24
EZEO| e ACt D ZHYBL|CL)

VLAN 99 is assigned to ports Fa0/18 through Fa0/24.

814 conf t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)# no wvlan 99

S1l(config)# exit

S1# show vlan id 99

VLAN id 99 not found in current VLAN database

S1#

S1# show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fal0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/l6
Fa0/17, Gig0/1, Gig0/2

VLANOO10 active
VLANOO20 active
fddi-default active
token-ring-default active
fddinet-defanlt active
trnet-default active

= Deleting a VLAN from a switch that is in

VTP server mode removes the VLAN

from all switches in the VTP domain.
(VTP MH ZE0f U= AX|0|M VLANS AFH|SHH vTP
ZHQlo] BE AQX|0|A VLANO| KA ElL|CH)

Note: You cannot delete the default
VLANS (i.e., VLAN 1, 1002 - 1005). ¢I=

VLAN (0 : VLAN 1, 1002-1005)2 AtH|& 4= &L Ct)

= Use the no vlan vlan-id global

configuration mode command to delete

a VLAN. (vLANES 4}A82{ 2 no vian vian-id < 74
2C HYES AMESHIAIR)

= Any ports assigned to that VLAN

become inactive. They remain inactive
until assigned to a new VLAN. @i vianoj

2 & 2= ZETHHIZEStE LT Af VLANO 2E 2
M7pR| Bl 2d JEf = FAIE L)



Inter-VLAN Configuration Issues
Switch Port Issues

= When using the legacy routing model for inter-VLAN routing, the switch ports connected to

the router interfaces must be configured with the correct VLANS. (vLAN 7t 2t &lof 3|74 A| 2t2E 2ag
AFBBHE 42 212 E QIE|H 0| A0 HAE AQX| ES SHIE VLANSE TA3H0F SLCh)

e S1FO0/4 isinthe =
default VLAN

 Must be in access
mode, VLAN 10 VLAN 10

VLAN 30

o o
172.17.10.21 172.17.30.23



Inter-VLAN Configuration Issues
Switch Port Issues (Cont.)

When using the router-on-a-stick routing model the interface on the switch connected to the
= AL 2RE| AHE AKX Q|

router must be configured as a trunk port. @2E & A& 228 oHg A8SIE L
CIEIHO|AE EYT mER PAE|0f0F FL|Ct)

Subinterfaces

TRt S +Interface FO/5 on switch
S1is not configured as a

"
trunk and is left in the
l VLAN 10 ! FD’JS ‘/l default VLAN for the port
VLAN 30

(4
172.17.10.21

o
172.17.30.23




Inter-VLAN Configuration Issues

Verify Switch Configuration

S1# show interfaces FastEthernet 0/4 switchport

Name: Fa0/4

Switchport: Enabled

Administrative Mode: static access
Operational Mode: up

Administrative Trunking Encapsulation: dotlg

Operational Trunking Encapsulation: native
Negotiation of Trunking: On
Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
<output omitted>

S1#

= Commands to verify switch configuration:

(291X 1o golsts By
* show interfaces interface-id switchport
* show running-config

S1# show interfaces f£0/4 switchport

Name: Fa0/4

Switchport: Enabled

Rdministrative Mode: static access
Operational Mode: down

Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: native

t omitted
Eﬂ#ﬂu om >

S1# show run
Building configuration...

<output omitted>
!

interface FastEthernet0/4
switchport mode access
]

<output omitted>
S51#




Inter-VLAN Configuration Issues
Interface Issues

= When enabling inter-VLAN routing
on a router, one of the most 172.17.10.1/24 e 172.17.30.1/24
. . . i FO/4 = VLAN 10
common configuration errors is to FO/5 = VLAN 30
. FO/6 = VLAN 30
connect the physical router (
interface to the wrong switch port.

Switch S1 Ports

FO/9 = Default VLAN
(EHEOAM VLAN 2t 2t B S 2ot o I 7HE

FO/11 = VLAN 10
AuiHol AY 08 3 St Belx 2o
CIEHO|AE ERE 29K ZEO| AZSH= AYLIH) VLAN 30

o -
172.17.10.21 172.17.30.23



Inter-VLAN Configuration Issues

Verify Routing Configuration

Subinterfaces

G0/0.10: 172.17.10.1/24

G0/0.30: 172.17.30.1/24
encapsulation dot1q 30

Subinterface G0/0.10 is
assigned an incorrect VLAN

VLAN 10

VLAN 30

[ 4
172.17.10.21

( J
172.17.30.23

= With router-on-a-stick configurations, a common

problem is assigning the wrong VLAN ID to the

subinterface. (stick-on-a-stick T4 A LEHH Ol 2= E2E VAN
IDE ME QIHI| 0| A0 2HSt= AYLICL)

Use show interfaces and the show running-config

commands to verify the routing configurations. (show
interfaces 5! show running-config ¥ 2 AIE5I0 228 482
SOISHAA|2.)

R1# show interfaces

<output omitted>

GigabitEthernet0/0.10 is up,line protocol is down (disabled)
Encapsulation 802.1Q Virtual Lan,Vlan ID 100
ARP type :ARPA,ARP Timeout 04:00:00,
Last clearing of "show interface" counters never

Rbtput omitted>

R1# show run

Building configuration...

Current configuration : 505 bytes

lr:t:aut[:lut omitted>
interface GigabitEthernet0/0.10

encapsulation dotlQ 100

ip address 172.17.10.1 255.255.255.0
1

interface GigabitEthernet0/0.30




IP Addressing Issues

Errors with IP Addresses and Subnet Masks

172.17.10.1/24 172.17.30.1/24

l VLAN 10 — 7‘ VLAN 30
172.17.10.0 172.17.30.0

3 -
172.17.20.21/24 172.17.30.23/24

Incorrect IP address

= For inter-VLAN routing to operate, a router must be

connected to all VLANS, either by separate physical

interfaces or by subinterfaces. (vLAN 7t 22 €0
5ot H Eeo| 2|8 QA O|A = 5t QIEI|0[AE Sol
2t2HE 2 E VLANO| HZAS|ofF BtL|Ct)

Each interface, or subinterface, must be assigned
an |IP address that corresponds to the subnet to

which it is connected. (Z QIE{H| 0| A = 89| QIE{H0| A=
HZE MEU siYst= 1P 271 |00 BFL|CH)

Each PC must be configured with an IP address

within the VLAN it is assigned to. (% pce &4 = VLAN
LHOl A 1P A g8l oF 2 L|CE)



IP Addressing Issues
Verifying IP Address and Subnet Mask Configuration Issues

= A common error is to incorrectly configure an IP address for a subinterface. (259l 2 &= 89| QIE{T 0|29 |p

FAE TR RSts HYLILH

* Use show run and show ip interface to verify IP addressing. (show run & show ip interface2 Ar23}0] IP FA S

2HoI5tAIR)

F

= Another error is incorrectly addressing the end device. (215 &x& &

bal
ol
Rl
2
ely
rir
n

ECHE 2F7F AFLCH)
* Use ipconfig to verify the address on a Windows PC (ipconfig& At23t0] Windows PCO| A F= 4 HQl)

R1# show run Packet Tracer PC Command Line 1.0
Building configuration... PC1> ip config

-:output omitted> Invalid Command.

interface GigabitEthernet0/0
no ip address
duplex auto
speed auto IP Address t 172.17.20.21

! Subnet Mask : 255.255.255.0

interface GigabitEthernet0/0.10
encapsulation dotlQ 10 Default Gateway : 172.17.10.1

ip address 172.17.20.1 255.255.255.0
! PC1>

interface GigabitEthernet0/0.30
ﬁggtput omitted>
Rl# show ip interface

PC1> ipconfig

This PC1 should be in the VLAN 10 subnet
So this should be: 172.17.10. 21 with a subnet mask of 235.255

é?&ﬁ%&ﬂ?@?@etum.m is up, line protocol is up
Internet address is 172.17.20.1/24
Broadcast address is 255.255.255.255




IP Addressing Issues

Packet Tracer - Troubleshooting Inter-VLAN Routing

]
ci1sco. Cisco Networking Academy Windt Wide Operr

Packet Tracer — Troubleshooting Inter-VLAN Routing

Topology

=8
a&0f1
—t:z FOjl1l 5 Fj g;
PCL =
WLAN L0 WLAN 30
172.17.10.0/24 17217300024

Addressing Table
Device Interface | IP Address  Subnet Mask  Default Gateway VLAN

- GOM.10 17217101 2652652550  MNIA WLAN 1D

G0/1.30 17217.301 2552552550  NIA WLAN 30

P NIC: 172474010 2652652550 17247104 WLAN AD

PC3 NIC 17247.3010 2662652550 17217304 WLAN 30
Objectives

Part 1: Locate Network Problems
Part 2: Implement the Solution
Fart 3: Verify Network Connectivity

Scenario
I this activity, you will troubkeshoot connectivity problems cused by improper configurations related to
WLAME and inter-VLAM routing.
Part1: Locate the Network Problems
Exarming the network and locabs e source of any conneclivily issues.
= Testconnectivity and use the necessary show cOMMands on te verily configurations.
= List all of the problems and possible solutions in the Decumentation Table.




VTP and DTP Issues
Troubleshoot VTP Issues

. - O
Common Problems with VTP /TPl LEHE Ol =X
* Incompatible VTP Versions « SEL|A] E= VTP HE
« VTP Password Issues « VTP H|EHE 25|

Incorrect VTP Domain Name « EEE TP E0 2l 0| E
All Switches Set to Client Mode « D= AQX|7FEE0|IPE BEE HF

. . L A =
Incorrect Configuration Revision Number « TEEFd 38 =



VTP and DTP Issues
Troubleshoot DTP Issues

Common Problems with Trunks
DTP Components Definition Ho|
Trunk mode mismatches * For example, one trunk port is configured to trunk and the other side is ‘ ?l'; = i’% EEH %Em" Egaz ?E’E?EE'— Ef% z EiL % ilﬁ REE -_rEl
configured as an access port. Another example is that both sides are 4Lk & O 0= 2H0| DTP Ats 252 7950] flhe 2B O

. s . H 0ol fj|-|_
configure in DTP auto mode. Other mismatches are also possible. A= 715kt

o O] S O| EgdJ2g7lE=ESe H = |

* This configuration error causes the trunk link to stop working. Ol Jﬂfoiwi _'E?IIC.I)I-—l %?P ':Eé tﬂ:gj . ':;1 t*lk L EI EJEO|AS CHA| E48H
* = - = orZ 1l == =

* Correct the situation by shutting down the interface, correcting the DTP mode = N =

: S 0 4= HESHLAlL.
settlnlgs, and re-enabling the interface. | . EXT00H 612 5 VAN 220] ST} VAN E53 9.7 A0S F0[E5IR]
Allowed VLANS on trunks * The list of allowed VLANs on a trunk has not been updated with the current QoL [}
VLAN trunking requiremens. . 0|39 S838 54 0 B2 SATO| wYSPIL SATO| A B
* |n this situation, unexpected traffic or no traffic is being sent over the trunk. LL}.
* Configure the correct VLANS that are allowed on the trunk. o EZYI0|M 52L= SHIE VIANS FABHIAI2,
Native VLAN mismatches * When native VLANS do not match, the switches will generate informational ~ « 7|= VLANO| 2X|otA| %28 AR = ZHE Z2l= HE HAXE Y&
messages letting you know of the problem. I,

* Ensure that both sides of a trunk link are using the same native VLAN. « EZ3 Y30 YZ0M 5L 7|2 VLANS A251D QIEX]| ZolgHiAl2,



VTP and DTP Issues
Packet Tracer - Troubleshoot VTP and DTP Issues

i
cisco.  Cisco Metworking Acadsemy” Wind Wice Cper

Packet Tracer — Troubleshoot VTP and DTP

Topalogy

= PC2 FC3 =

Addressing Table

Device IP Address Subnet Mask
| PCO 17216101 | 255.235.255.0
PC1 17216.201 265.255.255.0
PC2 1721630 2552552550
PC3 FEAGE0E 205 2502050
PC4 1TEZAG.202 255 255.255.0
Ipcs 1TEARADZ 255 2552550
81 17216081 255 76,2650
[ 82 | 17216882 [ 255 755.255.0
[ 83 17216.80.3 [ 255.255.255.0

Objectlves
Part 1: Troubleshaot DTP
Part 2: Troubleshoot VTP

Background ! Scenario
In this activity, the ewitches 52 and 53 are not implementing WTH infermation. 'ou will varify that DTP and
WTP configurations are conaclly imglomented. Whon sl the issues am resoleed, the PCs in the same VAN
will be sble to communicste with 2ach cther.

Part 1: Troubleshoot DTP

In Pari 1, you will roublashoot the trurk links among the switches. You wil verify that permanent trunk ks
oty

.......... i b




2.3 Layer 3 Switching



Layer 3 Switching Operation and Configuration

Introduction to Layer 3 Switching

Internet l

Central

Central Server

Multilayer switches provide high-packet processing
rates using hardware-based switching. (ZE| gjo|of

ARK[= St=Qof 7|Ht A[HE AH8oI0 =2 I M2l £&5
HESeLCt)

Catalyst multilayer switches support the following
types of Layer 3 interfaces: (Catalyst ZE| 2{0]0] AQ|X|& CHS
72 20]0f 3 AW O|AE X[ gL Ct)

* Routed port - Alayer 3 interface (20/0{ 3 QIE{H[0|A)

* Switch virtual interface (SVI) - Virtual Interface for inter-
VLAN routing (VLAN 7t 2t 2 S¢{3t 7tet QIE{HH 0| 2)

All Layer 3 Cisco Catalyst switches support routing
protocols, but several models require enhanced

software for specific routing protocol features. (2=
Layer 3 Cisco Catalyst 29X = 2t9 8 ZEEZS K| JSHX|TH L2
DE= EGeRE ZREZ 7|5 Flot S E 2ZEQOTt
g2agLrt)

Catalyst 2960 Series switches running 10S 12.2(55)

or later, support static routing. (10s 12.2 (55) 0|42 Aust=
Catalyst 2960 A|2|= £29|X[= FH 2t E S XA LT}



Layer 3 Switching Operation and Configuration
Inter-VLAN Routing with Switch Virtual Interfaces

= |n the early days of switched networks, switching
was fast and routing was slow. Therefore the layer
2 switching portion was extended as much as
possible into the network. (s HEQ39| 7|0 AL

o
SEIbED QT SETF LRSI T2k, A5 2 A91Y 222 Core
O R TEEEER T

= Now routing can be performed at wire speed, and
is performed at both the distribution and core
layers. (O|X HiM =2 2}RE 2 3 & 4 A2 distribution and
core |5 REO| AN £ EL|Ct) Distribution

= Distribution switches are configured as Layer 3

gateways using Switch Virtual Interfaces (SVIs) or
routed ports. (Distribution 22| X|= A QK| 744 QI H 0| A (SVI)
= etRY B ZES AMESH A5 3 A0 ERO|= F-dE L)

Access

= Routed ports are usually implemented between the

distribution and core layers. (Routed port= X o 2 b=
distribution and core A& Zt0| 3 &l L|CH)



Layer 3 Switching Operation and Configuration

Inter-VLAN Routing with Switch Virtual Interfaces (Cont.)

= An SVl is a virtual interface that is configured
within a multilayer switch: (svi= HE| 2{|0]0f A|X| Lo
T E 7t QIEH O] A LICE)

Interface Interface

» To provide a gateway for a VLAN so that traffic can be FO/0
routed into or out of that VLAN. (E2{Z 0| 3§ VLAN 10
LHe|F2 28 & = AZF VLANO| st HO|EQ0|E
MSgct)

SVI Interface
. VLAN 20
10.1.20.1

SVl Interface
VLAN 10 ,
10.1.10.1

« To provide Layer 3 IP connectivity to the switch. (~2/X|0f
AE 3P HES ML)

« To support routing protocol and bridging configurations.
ERE zz2EZE A E2|F FEE KAL)

= Advantages of SVIs: (SVI2| HH 1) o o iz s i
« Faster than router-on-a-stick. (2t E & AE|HC} S L|C})

* No need for external links from the switch to the router
for routing. I8 2 {8 AX[OA 2tRHES| Q& 37}
ZQSIX| YU&L|Ct)

* Not limited to one link. Layer 2 EtherChannels can be
used to get more bandwidth. (stLto| 232 X|ste|X|
RSLCH O BE Y=ES 27| 8 AlE 2 EtherChannel2

M8 = ASHEL)



Layer 3 Switching Operation and Configuration

Inter-VLAN Routing with Routed Ports

VLAN 10

VLAN 20

= A routed port is a physical port that acts similarly to
an interface on a router: (routed port = 2+2E 2| QIE{T| 0| A}

FARSHA &t&5te 22|18 ZEQYLL)

* Itis not associated with a particular VLAN. (5% vLANI}
2HA0| GlELICt)

* It does not support subinterfaces. (3t2l 2IE{H 0| A S x| S}X]|
HELICh)
= Routed ports are primarily configured between switches

in the core and distribution layer. (routed port= 7|22 2 core
and distribution A5 2| 29| X| ZHof| FL-dELICt)

= Use the no switchport interface command on the

appropriate port to configure a routed port. (z{=s Zo|A
no switchport interface F &= AF&3H0] routed port & TSI AI2)

Note: Routed ports are not supported on Catalyst 2960

Series switches. (Et2E ZE £ Catalyst 2960 A|2| = AL X0 A X| & &|X|
UL L|CH)
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Troubleshoot Layer 3 Switching
Layer 3 Switch Configuration Issues

Layer 2

Fo/2

Server (PC4)

= To troubleshoot Layer 3 switching issues
check the following: folof 3 29/ 212

S 2ot M ChaS 2QIotAIR)

VLANSs — verify correct configuration. (2tt2
THE HABAIR)

SVis - verify correct IP, subnet mask and
VLAN number. (2HI2 1P, MEY O}A3 3 VIAN S E
SOISHAA|2.)

Routing - verify that either static or dynamic
routing is correctly configured and enabled.

(Y% EE 5X 2t go| 2t THE D BYSHE O] UL
LIPS

Hosts — verify correct IP, subnet mask, and

default gateway. (2Ht2 1P, M2 0tAT Gl 7|2
ZO|EQIO|E =I5t AI2)



Troubleshoot Layer 3 Switching
Example: Troubleshooting Layer 3 Switching

= There are four steps to implementing a new VLAN: (M2 & VLANS

TR5H7| I8t 4 ZHR| TEAZE LS LICE:)
Fifth Floor
» Step 1. Create and name a new VLAN 500 on the fifth floor switch and on
the distribution switches. (5 & 22| X| 2} 2Hf A9/ X[0A A VLAN 5002 &)
245t 0|52 Ko AIR.) .

» Step 2. Add ports to VLAN 500 and ensure that the trunk is set up between =

distribution switches. (VLAN 5000 ZEE F7|5t0 EZ A7} FHf AKX ZHof|
HEE0] UA=X| SQUSHHAIR.)

» Step 3. Create an SVI interface on the distribution switches and ensure that
IP addresses are assigned. (Hi 2 2| X[0| M SvI QIHI|O|AE M-d35t0 P
FA7L S EUJ=K| 2HRlgfL(C})

SOUT™ BUILDWG

» Step 4. Verify connectivity. (HZ2S &It A|R) ' =

= The troubleshooting plan checks for the following: (2 sz 722 facie

Che g sHolstLch)

p 1. Verify that all VLANs have been created. (2 VLANO| ‘4 g & A =X

Ste
BHoIgfL| I} )

» Step 2. Ensure that ports are in the right VLAN and trunking is working as
expected. (XE7t SHE VLANO| A1 EHZO| O M THE XS 5H=X|
2SI AIR)

+ Step 3. Verify SVI configurations. (SVI 7142 20IsIAA2)



2.3 Chapter Summary
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= Configure enhanced inter-switch connectivity technologies. (&4& A9/x| 2+ 92 7|2

mjo

)
= Troubleshoot issues in an inter-VLAN routing environment. (vLAN 2t 212 & st M 28| 312)

= Implement inter-VLAN routing using Layer 3 switching to forward data in a small to medium-sized
business LAN. (2 7|22 LANOIA CIO|E{E HEs}7| 2/ 20]0f 3 22A2 AFR30] VLAN 7t 2t & T18)



&

Thank You
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