3: STP




3 - Sections & Objectives

= 3.1 Spanning Tree Concepts (x4 2| 7/13)
* Build a simple switched network with redundant links. z= gaz zicst a3t yegaz 735

Explain common problems in a redundant, switched network. (&2 22/ HEgA9| &
* Build a simple, switched network using STP. (sTPZ Atg3}0]

UHHH Ol 2X| S M)
ZHEHSt D mBtEl EQAE 11%)
= 3.2 Varieties of Spanning Tree Protocols (14 ez =220 52
« Explain how different varieties of spanning tree protocols operate. (st 2290 And 2|
Z2EE0| OfEH REoH=X HY)
» Describe the different spanning tree varieties. (crst

Explain how PVST+ operates. (pvsT +2| Zt&

HE Al

o %‘)
Explain how Rapid PVST+ operates. (Rapid PVST +2| &



3 - Sections & Objectives (Cont.)

= 3.3 Spanning Tree Configuration (= 2| 74)

* Implement PVST+ and Rapid PVST+ in a switched LAN environment. (@# LaN 20 A pvsT + &
Rapid PVST +& 73)

» Configure PVST+ in a switched LAN environment. (mst LAN Z0i|lM PVST +5 74)
» Configure Rapid PVST+ in a switched LAN environment. (2t LAN 80| A| Rapid PVST +2 74)
* Analyze common STP configuration issues. (Zgtxol sTp 714 XS 24)



3 Sp inng Tree Concepts



Spanning Tree

Redundancy at OSI Layers 1 and 2

= Switched networks commonly have redundant paths and

even redundant links between the same two devices.
(e HERIo &= et o2 st & X[ 2t 52 22t &5 A7t Y&ELICH)

= Spanning Tree Protocol (STP) is a Layer 2 protocol that
helps especially when there are redundant links.

Trunk3

Redundant paths eliminate a single point of failure in order
to improve reliability and availability. (35 42+ o881t 71842
A7) fIsh THY FHOH X[ -HE M A L)

Redundant paths can cause physical and logical Layer 2
|OOpS. (5= 2= 228 A =2|H AT 2 F=ZE 4 = USL I:|') 17217.1021 172.17.10.22 172.17.1023

PC1 is communicating with PC4 over Trunk1

(WY EB| Z2EZ (STP)2 59| &= 237t &8 M =&0] &= 2|0]0f 2 =22 == YLIL})

= Layer 2 loop issues (&0|0f 2 = £x))

r

Mac database instability — copies of the same frame being received on different ports. (Mac HIO|E{H| 0| A =Y — Cf
ZEOM Lo Zef el At2E sAgL )

Broadcast storms — broadcasts are flooded endlessly causing network disruption. (E2E JHAE AFE _EHZE JfAEZ Q|
HER A7 SEHELICL)

ol

Multiple frame transmission — multiple copies of unicast frames delivered to the same destination. (Ct&5 =& A& - L%t
dez MEE= FU HAE Z2f Qe o3 ALE)



Spanning Tree
Issues with Layer 1 Redundancy:

53 MAC Table
PC1 = FO/2

51 MAC Table

PC1 = FO/1

MAC Database

53 MAC Table

PC1 = FOM

-
172.17.10.27

Trunk 1

52 MAC Table
PC1 = FO/11

172171021 172.17.10.22 172.17.10:23

Instability

51 MAC Table

PC1=F0/2

Trunk 2

L
17217.1021

Trunk 1

52 MAC Table
PC1 = FO/11

r
172.17.10.23

172.17.10.27



Spanning Tree

Issues with Layer 1 Redundancy: MAC Database Instability

= Ethernet frames do not have a time to live (TTL) field like the Layer 3 IP header has. This means that
Ethernet has no mechanism to drop frames that propagate endlessly. This can result in MAC database

instability. (0|54 =2 ol 2|0]of 31P S| E{ 2t 20| TTL (Time to Live) BE7} @& LICH 0|42 0| U0| Bgio| M= =S AXst=
o7 L ZE0| ¢SS 2lnlgfL tt. 0|2 25 MAC CIO|E{H|0] A7 2O A = ASLITE)

1. PC1 sends a broadcast frameto S2. (PC12 EZE A E TS s22 HYL|CT)

2. S2updates the MAC address table for PC1’'s MAC address on port 11. (S2£ ZE 110X PC12| MAC =40f Cist MAC 4 H|O|22
|0l E g LIC})

3. S2forwards the frame out all ports except the port the frame came in on. S1 and S3 receive the frame on a trunk and update their

own MAC address tables that PC1 is reachable through the trunk port. (S2= Z2{| 20| E0{2 ZEE X Q[$t RE ZEZ TS
MYSL|CE s1 8l s32 EFF0 m P2 A5t EYT XEE ¢ PC10| 2 & == U= 1/ MAC F4 HO|Z22 YO|0|EgtL|Ct)

==
4. Sl and S3 send the frame out all ports except the port it came in on. (S11t S32 S0{QE ZEE st ZE ZEE Z o=z
2L )

5.  When S1 sends the frame out port 2 (Trunk 3), S3 updates the MAC address table to reflect that PC1 is now reachable through
port 1. (S10] Z&{ Q) =3 ZE 2 (EYA 3)E EUYH S3= MAC T2 HIO| =2 YO|0|ESHY pC10]| ZE 12 Sl 2L = USS
SIS LICE)

« Ahost caught in a network loop is not accessible to other hosts. (MIEQ3 2Z0| 22 SAEECIE SAET AL S 5
S LILE)

* Due to constant changes in the MAC address table, Switches S3 and S1 do not know which port to forward frames. (MAC
Fa HOIEQ X&HQ HPo =2 QIo) A9(X| s3 & s12 ZYS MEY ZEE 2REL|L)



Spanning Tree
Issues with Layer 1 Redundancy: Broadcast Storms

= Broadcast storm — so many broadcast frames in a Layer 2 loop that use all available bandwidth and
make the network unreachable for legitimate network traffic. (22c 742 A5 _ A1 758 BE (YZ S ARSI

SEH HESRR ELo| HERAE HE8Y & Q= Layer 2 FZO| 2 EZE JHAE T7YY)
» Causes a denial of service (D0S) (MHA H& (DoS)E SLEtLICH

» Can develop in seconds and bring the network down (% = gtof 7§81 HEQAE FTA|Z = & LICH

Trunk 3

s on
T Pl o3 _
aSam | Fﬁ; .
2 L 1

e 172.17.10.27
Trunk2 £ | L Trunk 1

-, [
17217 1031 17217.10.22 172171025



Spanning Tree

Issues with Layer 1 Redundancy: Duplicate Unicast Frames

53 MAC Table
PC4 = FO/1

Trunk1

51 MAC Table
PC4 = FO/3

Trunk3

52 MAC Table
PC1 = FO/11

172.17.10.27

= An unknown unicast frame is when the switch does not

have the destination MAC address in its MAC address
table and has to broadcast the frame out all ports except
the port the frame was received on (the ingress port). (&
= gle U IIAE Z Y2 29X|2] MAC 4 HIO|E0] CH4 MAC FA7t
R ZYO| =AM E ZE (=l ZEVE Hlot HE ZES T Sz
BEZLC A ESH OISt AR YLICEH)

Unknown unicast frames sent onto a looped network can
result in duplicate frames arriving at the destination

device. (RZE HEYIAZ MEE & £ Q= QL I|AE T Y T
R0 = T 0| =& 5= QELICH)

1. PC1 sends a frame destined for PC4. (PC12 PC4Z &=
= Y2 B Ct)

2. S2 does not have PC4’s MAC address in the MAC address
table so it forwards the frame out all ports including the trunks
that lead to S1 and S3. S1 sends the frame to PC4. S3 also
sends a copy of the frame over to S1 which delivers the same
frame again to PC4. (S2& MAC 2 H|0|£0| PC428| MAC 27t
o8 Z S1 A S22 0|0{X|= EHAE Zool0 2= ZES =Y
Sfo= MYRLCE S12 T2 QS PC4R HHL|Ct S3&= 5 T2 o
AE2E s12 BN, SYeh =8| Y S ChA| Pcaz T EELILE)



STP Operation
Spanning Tree Algorithm: Introduction

= The Spanning Tree Protocol (STP) creates one
logical path through the switch network (all

destinations on the network). (STP (Spanning Tree
Protocol)= 22X HEYA (HEHIL Z& i) E Sl StLte
=] 42 & thEL )

» Blocks redundant paths that could cause a loop. (F=&
ol o 9| 2= 9l ol - === 7:1§E )t|.|:|_|-'é>l;l|_| |:|.)

* STP sends bridge protocol data units (BPDUS)
between Layer 2 devices in order to create the one
logical path. (STP= StLte| =2|X 428 HE7| fls AS 2 Trunk 3
K| Zto E2|X| =2 & F H[O|E tHe| (BPDU)E E”L|Ct)

= Aporton S2 is blocked so traffic can only flow

one way between any two devices. (s29| ZE7}
e[ ESfHO| & FA| Ztof| ot Ho =t S5 4 JUSLIL})

= T Mg

Trunk 2

= When Trunk1 fails, the blocked port on S2 is
unblocked and traffic can flow between S2 and
S3. (EZ3 10| MI}stH S20| AHCHEl I E T} XFEH M| & 1
EgfHEo| 522t s37H0)| & = JELICEH)

172.17.10.21 172.17.10:22 172.17.1023



STP Operation
Spanning Tree Algorithm: Port Roles

= Root bridge — one Layer 2 device in a switched [ Rootror ] (Tesgmaror )
network. (RE 22|x| - ug I EY 0N stLte| 20]0f 2 FX]) Root Bridge

Trunk3
= Root port — one port on a switch that has the lowest i?;- mmr.
cost to reach the root bridge. (3£ == - 2= =2/x|0 ® |
=oshe 80| 7HE W2 AQK| o Bt mE ) Trunk2

= Designated port — selected on a per-segment (each
link) basis, based on the cost to get back to root
FO/1

bridge for either side of the link. (x|g& =& - 39 ¥Z0
Ciet £ 22|X|2 SO0j7he B8 2 7|F 02 HaME (2 Ba)Ee
MEdElL|C})

FDIE g
r
172.17.10.27

Designated Port

FO/&

= Alternate port — (RSTP only) backup port for the
designated port when the other side is not a root port. s - =

(X ZE _CtE ZO0| RE ZEJ}I Ot HAR X|HE ZEQ| (RSTP HE 172.17.10.21 172.17.10.22 172.17.10.23
HHAA It E )
A= =.

= Backup port — (RSTP only) backup port for the root

port. (4P ZE - FE ZEO|(RSTP M) WY ZE))

* RSTP (Rapid Spanning Tree Protocol)



STP Operation

Spanning Tree Algorithm: Root Bridge

= Lowest bridge ID (BID) becomes root bridge (1% %2
22|X| ID (BID)= FE E2[X|7} LT}

* Originally BID had two fields: bridge priority and MAC
address (2 zf BIDO|= E2[X| &M =22t MAC FA2ts F 7HA|
HETH A}SLICL)

« Bridge priority default is 32,768 (can change) (E2|X] 24 =%
7| 2442 32,768 LILH (B E 7ts))

* Lowest MAC address (if bridge priority is not changed)

becomes determinant for root bridge. (7t& ¥2 MAC &
(BE[X| &4 =917t HEEX| &2 8f)= FE 2K 2 Z2EE L)

Supports per-VLAN
STP operations

4 bits 12 bits 48 bits

Bridge ID:
Priority = 32769
MAC Address = 000A00222222

Bridge ID:
Priority = 24577
MAC Address = 000A00333333

FOf3
Root Bridge -

172.17.10.27

Trunk2

Bridge ID:
Priority = 32769

FO/& MAC Address = 0004007111111

'
172.17.10.22

172.17.10.21 172.17.10.23



STP Operation
Spanning Tree Algorithm:

Root Path Cost

= Root path cost is used to determine the role of the port and whether or not traffic is blocked. (& #=z

T —
H &2 ZEO| it Eafji XH o 75 ZEot=0 AHEE )

= Can be modified with the spanning-tree cost interface command. (spanning-tree cost QIE{ T 0|2 HHo =2 X3t

T AFLHLL)

o=

52# configure terminmal
‘ Enter confipuration commands, one per line. End with CNTL/Z.

s2{config)# interface fa8/1
s2{config-if)# spanning-tree cos

s52(config)# interface fa/1
s2(config-if)}# no spanning-
52# show spanning-iree

VLANSS1
spanning tree enabled protocol ieee
Root ID Priority 24577
Address

ss = 000AO0333333

Port 1
2

___________ Hello Time 2 sec Max Age 28 sec Forward Delay 15 secC

Hello time 2 sec Max Age 2@ sec Forward Delay 15 sec

Aging Time 30
Path 1 Cost= 19 x 1

Path 2 Cost=19x 2

5ts Cost Prio.Nbr Type
128.1 Edge P2p
128.2 Edge P2p

Path 1 is the preferred path

172.17.10.21 172.17.10.22 172.17.10.

[}

[ =]



STP Operation

Port Role Decisions for RSTP

FO/1

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222
Path Cost = 19

FO/2

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222
Path Cost = 19

Trunk3

FO/M

FO/2

Path Cost = 19

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00111111

FON

Root Root ID = 24577.000A00333333
Bridge Bridge ID = 24577.000A00333333
Path Cost = 19

FO/2

Root ID = 24577.000A00333333
Bridge ID = 24577.000A00333333
Path Cost = 19

Trunk1

FO/1

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00111111
Path Cost = 19

Switch S1 has the lowest bridge priority and is therefore the root bridge.




STP Operation

Port Role Decisions for RSTP

FO/1

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222
Path Cost = 19

FO/2

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222
Path Cost = 19

Trunk2

Designated Ports

FO/2

Root ID = 24577.000A00333333

Bridge ID = 32769.000A00111111
Path Cost = 19

FO/1

Root ID = 24577.000A00333333
Bridge ID = 24577.000A00333333
Path Cost = 19

FO/2

Root ID = 24577.000A00333333
Bridge ID = 24577.000A00333333
Path Cost = 19

FO/1

Root ID = 24577.000A00333333

Bridge ID = 32769.000A00111111
Path Cost = 19

Switch $1 configures both of its trunk ports as designated ports.




STP Operation

Port Role Decisions for RSTP

FO/

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222
Path Cost = 19

FO/2

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222
Path Cost = 19

Root Ports

FO/2

Path Cost = 19

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00111111

Switch S2 configures port FO/1 as a root port.
Switch S3 configures port FO/1 as a root port.

FO/M

Root ID = 24577.000A00333333
Bridge ID = 24577.000A00333333
Path Cost = 19

FO/2

Root ID = 24577.000A00333333
Bridge ID = 24577.000A00333333
Path Cost = 19

FO/1

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00111111
Path Cost = 19




STP Operation

Port Role Decisions for RSTP

FO/

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222
Path Cost = 19

FO/2

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222
Path Cost = 19

FO/M

Root ID = 24577.000A00333333
Bridge ID = 24577.000A00333333
Path Cost = 19

FO/2

Root ID = 24577.000A00333333
Bridge ID = 24577.000A00333333
Path Cost = 19

Switch S2 and switch S3 share a common LAN segment. They need to determine which switch has the lower BID to
idenfify which switch can configure its port as a designated port.

FO/2
Root ID = 24577.000A00333333
Bridge ID = 32769.000A00111111
Path Cost = 19

FO/M
Root ID = 24577.000A00333333
Bridge ID = 32769.000A00111111
Path Cost = 19




STP Operation

Port Role Decisions for RSTP

FO/1

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222
Path Cost = 19

FO/2

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222
Path Cost = 19

FO/2

Path Cost = 19

FO/1

Root ID = 24577.000A00333333
Bridge ID = 24577.000A00333333
Path Cost = 19

FO/2

Root ID = 24577.000A00333333
Bridge ID = 24577.000A00333333
Path Cost = 19

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00111111

FO/1

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00111111
Path Cost = 19

Switch S2 and switch S3 exchange BPDU frames. Switch S3 identifies switch S2 as having a lower BID based on the

lower MAC address of switch S2.




STP Operation

Port Role Decisions for RSTP

FO/1

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222
Path Cost = 19

FO/2

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222
Path Cost = 19

Alternate Port

FO/2

Root ID = 24577.000A00333333

Bridge ID = 32769.000A00111111
Path Cost = 19

FO/1

Root ID = 24577.000A00333333
Bridge ID = 24577.000A00333333
Path Cost = 19

FO/2

Root ID = 24577.000A00333333
Bridge ID = 24577.000A00333333
Path Cost = 19

FO/

Root ID = 24577.000A00333333

Bridge ID = 32769.000A00111111
Path Cost = 19

Switch S3 configures port FO/2 as an alternate port and enters the blocked state preventing the loop.




STP Operation

Port Role Decisions for RSTP

FO/1

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222
Path Cost = 19

FO/2

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222
Path Cost = 19

FO/2
A

FO/1

Root ID = 24577.000A00333333
Bridge ID = 24577.000A00333333
Path Cost = 19

Designated Port

FO/

FO/2

Path Cost = 19

Root ID = 24577.000A00333333
Bridge ID = 32769.000A00111111

FO/2

Root ID = 24577.000A00333333
Bridge ID = 24577.000A00333333
Path Cost = 19




STP Operation

Determine Designated and Alternate Ports

Root Port

BID : 24577.5555.5555.5555

Designated Port 3=

Alternate Port ]—)'

Fos2

Fos2

Designatad Port

Root Brldge
Trunk3

FOM

FO/FONM

FEIIE

FO/1 -'(—[ Designated Port ]

Trunk1

FO/3 "(_[ Root Port ]

|

[ Root Port

]

EBID :24577.1111.1111.1111

[ Designated Port ]




STP Operation
Determine Designated and Alternate Ports

|
G1/1
| RP Root Port
Dp Designated Port
e
I AP Alternate Port
—_—

Fa0/1 ! G1/1 =

Switch Priority and MAC Addresses

| |Priority MAC Address

S1 32769 000A00111111
S2 24577 000A00222222
S3 32769 000A00333333

S4 32769 000A00444444




STP Operation

802.1D BPDU
Frame Format

Fleld Number [Bytes ____JField |

1-4

5-8

g9-12

B3 B R PRI R DO B 00 = = o B3

Protocol ID
\Version
Message Type
Flags

Root ID

Root Path Cost
Bridge 1D

Port ID
Message Age
Max Age

Hello Time
Forward Delay

Field ____|Description | |

Protocol ID
Version
Message type
Flags

Root ID

Root path cost

Bridge ID

Port ID

Message age

Max age

Hello time

Forward delay

Type of protocol being used; set to 0
Protocol version; set to 0
Type of message; set to 0

Topology change (TC) bit signals a topology a
change; topology change acknowledge (TCA)
bit used when a configuration message with
the TC bit set has been received

Root bridge information

Cost of the path from the switch sending the
configuration message to the root bridge

Includes priority, extended system ID, and
MAC address ID of the bridge sending the
message

Port number from which the BPDU was sent

Amount of time since the root bridge sent the
configuration message

When the current configuration message will
be deleted

Time between root bridge messages

Time the bridges should wait before going to
a new state

MNES IZEZ ;02 &8

DIZEZS HHE; 022 &3

AKX R&; 022 €3

SE SLXZe d2I ECE AR EEZX
HE S &el= TC (Topology Change) HI E.
TCHIEJL HEEE & HAIXE =4I8t &

AZ &= TCA (Topology Change
Acknowledge)tB| E

2E Z2|X 2 (2HI01E 2829, 6HI0IE
MAC Z=4)

AQITINAN 2E HAIKE 2E 22X 2
Bl 22 48

HAIXIE BUE BelXol 246 =9, &
AAE DY MAC =4 IDE Z&

BPDUJI 8&&E ZE BIS
FE BelXdt 74 HAIXE 2 01F 9] AlZt

ST A HAIXIONAME Al (BPDU B &
SEINED

FE SelX HAIX 2t Al2H(BPDU &5 =71,

2%)
MZ2 &EHZ It H 0l 2l XDt JICted OF
ot= Al2t (listen & learning A EHN HHRE=

AIZH)



STP Operation

802.1D BPDU Propagation and Process

1.

When a switch is powered on, it assumes it is the root bridge until BPDUs are sent and STP
calculations are performed. S2 sends out BPDUS. (2%{X| 20| {X| 3 BPDUZ} & E| 1 STP AHAt0| =8 E W7} K|

FE Ba|X|atd 7Lt s2= BPDUE E” L)

S3 compares its root ID with the BPDU from S2. S2 is lower so S3 updates its root ID. (s3= 2E IDE S22

BPDURt H| W gtL|C} S27t H0F s37F £ E IDE YCI0|ERLILE)

Root ID = 32769.000A00222222
Bridge ID = 32769.000A00222222
Path Cost = 19

Root ID = 24577 .000AD0333333
Bridge ID = 24577.000A00333333
Path Cost =19

Trunk3

FO/1 FO/3

Fo/1 FO/&

FO/B

Root ID = 32769.000400111111
Bridge ID = 32769.000A00111111
Path Cost = 19

Root ID = 32769.000A00111111
Bridge ID = 32769 000A00222222
Path Cost = 19

Root ID = 24577 .000A00333333
Bridge ID = 24577 000A00333333
Path Cost = 19

Trunk3

FO/3

BFDU

Root 1D = 32769.000A00111111
Path Cost = 19

FOf11

Root ID = 32769.000A00111111
Bridge ID = 32769.000A00111111
Path Cost = 19




STP Operation

802.1D BPDU Propagation and Process (Cont.)

3. S1receives the same information from S2 and because S1 has a lower BID, it ignores the information

from S2. (512 s228H SUs MEE 4A8t1 S10| BIDZF O %7| I 20]| S20| M E FA|SHL|C})

4. S3 sends BPDUs out all ports indicating that S2 is root bridge. (s32 s27t 2 =22|X| Q2 LtEtL}= BPDUE 2E

ZEZ 2HLCt)

Root ID = 32769.000A00111111
Bridge ID = 32769.000A00222222
Path Cost = 19

Root 1D = 24577.000A00333333
Bridge ID = 24577.000A00333333
Path Cost = 19

Root ID = 327693.000400111111
Bridge ID = 32769.000A00222222
Path Cost = 19

Root ID = 24577 000AX0333333
Bridge 1D = 2457 7.000A00333333
Path Cost = 19

Trunk3

BPDU

Root ID = 32769.000A00111111
Path Cost = 19

FO/11

FO/E

Root ID = 32769.000A00111111
Bridge ID = 32769.000A00111111
Path Cost =19

Trunk3
B
Fo/d Fos2
FO/2 \ FO/1
LY
i
Trunk2 Trunk1

FO/2 FOf1

FOS11 FO/6

FOM8

Root 1D = 32769.0004A00111111
Bridge 1D = 32760.000A00111111
Path Cost = 19




STP Operation

802.1D BPDU Propagation and Process (Cont.)

5. S2 compares the info from S3 so S2 still thinks it is root bridge. (s2& s32| Y2 E Hmsl22 s2& 0| RE

sa|X|2ta dzhgtLct)

6. S1 gets the same information from S3 (that S2 is root bridge), but because S1 has a lower BID, the

switch ignores the information in the BPDU. (s12 s30|A 53t §EE X[ (s2&= RE 22X ) S19| BID7H H % 7|
{20 AQ|X|= BPDUS| HEE ZA|ELICE)

Root ID = 32769.000A00111111
Bridge ID = 32769.000A00222222
Path Cost = 19

BFDL

Root ID = 32769.000A00111111
Path Cost = 19

FOf11

Trunk3

o =2

Root ID = 24577 .000A00333333
Bridge ID = 24577 .000A00333333
Path Cost = 19

Root |D = 32769.000A00111111
Bridge ID = 32769.000A00222222
Path Cost = 19

FO/3

FO/6

BPOU
Root ID = 32769.000A00111111
Path Cost = 19

FOr11

Root 1D = 24577.000A00333333
Bridge ID = 24577 000A00333333
Path Cost = 19

FO/3

FO/6

Fofi8

Root 1D = 32769.000A00111111
Bridge ID = 32769.000A00111111
Path Cost = 19

FOf1B

Root ID = 32769.000A00111111
Bridge ID = 32769.000A00111111
Path Cost = 19




STP Operation

802.1D BPDU Propagation and Process (Cont.)

7. S1 now sends out BPDUs out all ports. The BPDU contains information designated S1 as root bridge.
(O™ s12 2& ZEO|M BPDUE EHLICt BPDUO= R E EE[X|2 S12 X|FHE FEIF Zatx|of A&LICH)

Root ID = 32769.000A00111111 Root ID = 24577.000A00333333
Bridge ID = 32769.000A00222222 Bridge ID = 24577.000A0033333
Path Cost = 19 Path Cost = 19
Trunk3
FO/3
FO/1
Trunk1

FO/1

FO/11 FO/6
Fo/18

Root ID = 32769.000A00111111
Bridge ID = 32769.000A00111111
Path Cost = 19




STP Operation

802.1D BPDU Propagation and Process (Cont.)

S3 compares the info from S1 so S3 now sees that the BID from S1 is lower than its stored root bridge information

which is currently showing that S2 is root bridge. S3 changes the root ID to the information received from S1. (S3& S19|

MEE HWstE 2 O|F| S32 S12| BID7} 31X S27t RE E2|X|YS HOjF= MAE RE H2|X| HEHL X228 Y 4
= =

&L|Ct s32

S2 compares the info from S1 so S2 now sees the BID from S1 is lower than its own BID. S2 now updates its own

information showing S1 as root bridge. (S2= s12| 2 & H|W3t2 2 O|F s2= S12| BID7} AtM| BIDECH ®&L Lt s2= O|X S12

Root ID = 24577 000400333333
Bridge ID = 32769 000AQ0222222
Path Cost = 19

Root ID = 24577 .000A00333333

Bridge ID = 24577 000AQ0333333
Path Cost = 19

8.
FE IDE S10|M =Alot §EZ HASLICE)
9.
FE BE|X2 EAISt= XM EE OOl ERLICEL)
Root 1D = 24577.000A00333333 Root 1D = 24577.000A00333333
Bridge ID = 32769.000A00222222 Bridge ID = 24577.000A00333333
Path Cost = 19 Path Cost = 19
Trunk3
FO/3
BFDU .
Reoot ID = 24577 .000A00333333 FO/2 Fon

Path Cost = 19

FOf11 FO/&

FOMe

Root ID = 32769.00A00111111

Bridge ID = 32769.000A00111111
Path Cost = 19

Trunk3

Root Bridge
FO/3

BPDU
Root ID = 24577.000A00333333 FO/2 FOf1
Path Cost = 19

FOfi1 FO/&

FOf18

Root ID = 24577.00A00333333
Bridge ID = 32769.000A00111111
Path Cost =19




Bridge ID = B Bytes

STP Operation Remember -

Extended System ID frrest B3

becomes root

2 Bytes 6 Bytes

Biidge 1D = B Bytes

r
= If priorities are all set to the default, lowest MAC address is .o
the determining factor in lowest BID. (24 £$/7t 2% 7|23te=2 N R R R

MFE AL AKX MAC AL 2% BIDS 2F 22YLt) L e |

I
2 Bytes 6 Bytes

= The priority value can be modified to influence root bridge

1 = *L O o o o AL =LA Bridge ID: Bridge ID:
electlonS. (TE EE|X| Aljj-l O” %1%':5 D|X|E§ ‘I_lA_-I ‘Jnf‘r ZIE _I_JS%I- T Priority = 32769 Priority = 32769
ol A MAC Address = 000A00222222 MAC Address = 000A00333333
Y=} L—l E|')

' 4
172.17.10.27

Bridge ID: Bridge ID:
Priority = 32769 Priority = 24577
MAC Address = 000AD0222222 MAC Address = 000AD0333333 Trunk2

Bridge ID:
Priority = 32769
MAC Address = 000A00111111

Fo/3
Root Bridge Root Bridge

FO/11

»
172.17.10.27

FO/1  Bridge ID:
Pricrity = 32769
FO/& MAC Address = 000AD0111111

( » ]
FoOf11 172.17.10.21 172.17.10.22 172.17.10.23



3.2 Varieties of Spanning Tree
Protocols «uu =z zz==9 55



Varieties of Spanning Tree Protocols
Types of Spanning Tree Protocols

802.1D-1998 1998 - Original STP standard 1998-3cf STP HE =
CST One spanning-tree instance VLAN =0l 2tH 10| otLtel AIHE Eg|
OIAEBIAE JIH

PVST+ Cisco update to 802.1D; each VLAN  802.1D0f| CHSt Cisco STP2| &&tE J|s; 2
has its own spanning-tree instance VLANOI EE 2] Al E2| IAEHA XS

802.1D-2004 2004 — Updated bridging and STP 2004 - HOIOIEE E2|d L STP E&E
standard

802.1w (RSTP; Improves convergence by adding LZEO ME2 S = FJtot1) BPDU W=

Rapid Spanning new roles to ports and enhancing SAANH =8 = S AIZLICH

Tree Protocol) BPDU exchange

Rapid PVST+ Cisco enhancement of RSTP using PVST += AIE8t RSTPS| Cisco &fat H&
PVST+

802.1s (MSTP; Multiple VLANs can have the same 0dcd VLANO| S2 &t AHY E2| QIAEHAES

Multiple Spanning  spanning-tree instance IHE = JAsLICH

Tree Protocol)



Varieties of Spanning Tree Protocols
Characteristics of Spanning Tree Protocols

STP Type Standard (&) | Resources Needed | Convergence Tree Calculation (E¢2l
(Bes IHE) =g Hl &)

802.1D Low Slow All VLANSs
PVST+ Cisco High Slow Per VLAN
RSTP 802.1w Medium Fast All VLANs
Rapid PVST+ Cisco Very high Fast Per VLAN

MSTP 802.1s Medium or high Fast Per instance



Varieties of Spanning Tree Protocols

Overview of PVST+

= Original 802.1D defines a common spanning tree
(A2 802.1D= & 2I'd EE[E FolgLth

One spanning tree instance for the switched network (no
matter how many VLANS) (1 &=l W E 30| Cist shLto
AIfd Eg| QIAEA (VLAN 0] A-2810]))

No load sharing (ZE 37 23

One uplink must block for all VLANS (Z& VLANO| Cisl StLtQ|
2 A7t AHEHE|OfOF Bt

Low CPU utilization because only one instance of STP is
used/calculated (tLt2| STP QAAAEHADE ALE/AHLE|2 2 CPU
ArE&E0| HELLt)

= Cisco PVST+ - each VLAN has its own spanning
tree Instance (Cisco PVST +-Zt VLANO| &= X4 AT d EZ|
IAEATH AS LD

One port can be blocking for one VLAN and forwarding for
another VLAN (5tLte| ZE = StLtS| VLANS AtEHstD CHE
VLANS TEE & ASFLICH

Can load balance (ZE #2144 7t5)
Can stress the CPU if a large number of VLANSs are used

(H2 VLANS AHE%t= A2 CPUO| 2EAE E = AS

Root for VLAN 20

| Fo/a

802.1Q Trunk

Forwarding Port for VLAN

Blocking Port for VLAN 10

20

802.1Q Trunk

’/‘V.FOB

Root for VLAN 10

& 802.1Q Trunk

FO/2
‘T\{

Forwarding Port for VLAN
10
Blocking Port for VLAN 20




Varieties of Spanning Tree Protocols
Port States and PVST+ Operation
- 20d Bl &2 AZE 22|X| 240 BPDU 2|} S W etote] shgot EE S 2 E

— -6 -
o 2K E ZR|Y MENO| UT ZETL SESHK| UAHL EZEX|7F HZA Z|H TCN (Topology Change Notification) BPDU £

BE 2e[X[of &
A 2{X|7F TCN BPDUE #=415™ TCA (Topology Acknowledge) BPDUE ELH Xt£10] TCN BPDUE =

o) A =) 2 M

« FE EZ|X|7I TCN BPDUE $=2I5H TC (Topology Change) %42 7tX|= BPDUE 35
STPE CHA| Al&t5tn MES5L0] EEZEX| B0

SH o ©
Jxee se

. RE EBZ|X|7I B TC 28 ZESl= BPDUE $£AI8H AKX =
SEXMOZ X

| This switch experiences a topology change |

| Topology Change

Broadcast Notification




Varieties of Spanning Tree Protocols

Port States and PVST+ Operation

- =2 A 2014 E2|E g7 942 &+ JU=F 4 29K ZE= 5719 7ts

zjet
(Blocking)

A
{Listening)

=
{Laarning)

ZH
{Forwarding)

HiEHMst
(Disabie)

el fbixiefel=s 2
EBEX Wi 42817] Hef BPOU £4

- Ak ZERRE MAX Age AlZH ETF BPDUEB +LE1F| S5

24 AEE A2

o] ssHERE 57|
Xphiz| BPOU 3 21 ASiRie] HE Ha

-BE ZEOL XE ZER HP0E M duE 5
- B X)E A7 S0 EEER] HE0| geH 2 Mo T

o Uo| SMEHZIE BT
DS PEE7| #Hol MaC T4 st =7
EZSxio) vE) 38 AT TE XE A R 2Rigo2 ¥y

T3y &/aA B A4 28

o) +MElCEE o7 B R4 ST BE

StZE

—

bl EE

A EEEE

B EE

Blg=tlEl S



Varieties of Spanning Tree Protocols

Port States and PVST+ Operation

Operation allowed Blocking Disabled

Can recelve/process BPDUs (BPDU

Can forward data frames received on No No No Yes No
an interface (2! H Ol A 0| Al ==&l 8t
QIOIE Y 8 Jts)

Can forward data frames switched from No No No Yes No
another interface (Ct2 2! E{H 0] A 0l A
MetE HOIH Zeglgds &8 Its)

Can learn MAC addresses (MAC =2~ No No Yes Yes No
=s J =)



Varieties of Spanning Tree Protocols

Extended System ID and PVST+ Operation

= The extended system ID field ensures each switch has a

unique BID for each VLAN. (2t A28 1D ZE& ZF AQ|X|7} 2 VLANO]
Chslf 133 BIDE 7HX| =& gL|Ct)

= The VLAN number is added to the priority value. (vLAN 257t 24

AL
(L

?l gtofl =7+E L)

Example — VLAN 2 priority is 32770 (default value of 32768 plus the

VLAN number of 2 equals 32770) (0l - VLAN 2 &M &%= 32770 L|C}
(7122t 327680 VLAN H 3 2= 32770 &)

Can modify the priority number to influence the root bridge decision
process (FE EEZ|X| 2 ZE2M 20| &2 F7| 2o @M =9 H2E =T
T Ag U

= Reasons to select a particular switch as root bridge (& 2¢/x|2

8 22K E U3 0F5t= Ol )

Switch is positioned such that most traffic patterns flow toward this
particular switch (222 E2fE TjEHO0| £ A(X|E &l SEEF 29(X|7t
CIPNE=R I )

=

Switch has more processing power (better CPU) (5 22 XNz2| sH2 77

£9|%])

Switch is easier to access and manage remotely (22 44 5 22|7} O
AlO A O
72 291K

Bridge 1D without
Extended System ID

Bridge 1D with
Extended System ID

Remember that the BID
is a unique ID

Bridge 1D = & Bytes

Bridge Priority MAC Address

2 Bytes

G Bytes

Bridge 1D = B Bytes

Bridge Priority E“ “" "’5" MAC Address

4 Bits 12

Bits

48 Bits

I
2 Bytes

*4HE 24

40962| Hi

A0
T =

AL O o
=2 420

A& 7t

6 Bytes

l

61440

or

=~
us

of



Varieties of Spanning Tree Protocols

Overview of Rapid PVST+

= Rapid PVST+ speeds up STP recalculations and
| rootpon) | | pesignated pon(r) | converges quicker 2 pvsT += STP MAAt £EE £0|1 O
\ 7 bh2 7 4242t Ch)

oS Sron « Cisco version of RSTP (RSTP2| Cisco H{ )

= Two new port types (£ 7txX| M2 ZE R%)

\

I Designated Port (F) I « Alternate port (DIS)
* Backup port

= Independent instance of RSTP runs for each VLAN %
VLANO] CH3 S 2% oI RSTP QIAEHA Mok)

[ Designated Port (F) ]

Root Port (F)

n
T =1

U

[ Alternate Port (DIS)




Varieties of Spanning Tree Protocols

RSTP BPDUSs

= RSTP uses type 2, version 2 BPDUs (RsTPE §4 2, X 2 BPDUZ At 8!L|CH)

« Original version was type 0, version 0 (2 ™2 S 0, HH™ o L|C}H

= A switch using RSTP can work with and communicate with a switch running the original 802.1D version

(RSTPE AFE0H= £%1X|= del 802.1D M S d¥ste A9IX(QF 5ot S4E = UG L)

= BPDUs are used as a keepalive mechanism
(BPDU= HZ RX| HAHLIZ2Z AF&E L L)

3 missed BPDUs indicates lost connectivity RSTP Version 2 BPDU

(BPDU 3 7H7} =215 B 91Z40| 742 LIEFHLICH) Fleld _________[Bytelength |

Protocol ID=0x0000
Protocol Version ID=0x02
BPDU Type=0x02
Flags

Root ID

Root Path Cost
Bridge ID

Port ID

Message Age

Max Age

Hello Time

Forward Delay

MR MNN D B B A S o

Flag Field
Bit |
Topology Change ]
Proposal 1
Port Role 2-3
Unknown Port oo
Alternate or Backup 01
Port
Root Port 10
Designated Port 11
Learning 4
Forwarding 5
Agreement ]
Topology Change 7

Acknowledgment



Varieties of Spanning Tree Protocols

Edge Ports
= Has an end device connected — NEVER another switch (1= &x|7t AZ&|0f AUS - i L2 A Q|| 7} OFH)
= Immediately goes to the forwarding state (ZA| forwarding AEf 2 T 2H

= Functions similar to a port configured with Cisco PortFast (Cisco PortFastZ 74 &l ZEQF QAL 7|

olr

)

= Use the spanning-tree portfast command (spanning-tree portfast 2 At-8)

Database



Varieties of Spanning Tree Protocols

Link Types

- IEQCEZZAXNSH I TEO| 23 EIQYE Hak2 O|X. 23 SH0| LE T ZA| forwarding A EN 2 Mt
£ eX| 2 E T 715, Designated porte= point-to-point@! 42 forwarding A E{ 2 W2 A M2t 7ts.

= Point-to-Point — a port in full-duplex mode connecting from one switch to another switch or from a device to
a switch (ZQIE-£.-ZQIE _ 3t AQX|0fM CHE AKX 2 F& YX|0M AQK|2 AHSHE MO|F REQ| ZE)

i
i

= Shared — a port in half-duplex mode connecting a hub to a switch (38 - 3|22 Ag|X|0] JZHsl= Lho|Z ZEO

Root Port (F)
Root Bridge
< ’ o

@ Point-to-Point
@ Shared

[ Alternate Port (DIS)

[ Edge Port
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PVST+ Configuration
Catalyst 2960 Default Configuration

Default Setting

Enable state Enabled on VLAN 1
Spanning-tree mode PVST+ (Rapid PVST+ and MSTP are disabled)
Switch priority 32768
Spanning-tree port priority (configurable on a per-interface 128
basis)
Spanning-tree port cost (configurable on a per-interface basis) 1000 Mb/s: 4

100 Mb/s: 19

10 Mb/s: 100
Spanning-tree VLAN port priority (configurable on a per-VLAN 128
basis)
Spanning-tree VLAN port cost (configurable on a per-VLAN 1000 Mb/s: 4
basis) 100 Mb/s: 19

10 Mb/s: 100
Spanning-tree timers Hello time: 2 seconds

Forward-delay time: 15 seconds
Maximum-aging time: 20 seconds
Transmit hold count: 6 BPDUs



PVST+ Configuration
Configuring and Verifying the Bridge ID

Method 1

= Two ways to influence the root bridge election e e

s1({config)# end

process (& 22X A g0 ks O|X= F 7t L8

* Use the spanning-tree vlan x root primary or secondary
command. (spanning-tree vlan x root primary or secondary @& A)

* Change the priority value by using the spanning-tree vian
X priority x command. (spanning-tree vlan x priority x 3 &2
AHESHY RM&9| & HE)

Method 2

s3(config)# spanning-tree VLAN 1 priority 2457

= Verify the bridge ID and root bridge election by using |EEGaEEEEL
the show spanning-tree command. (show spanning-tree

YHES AESI0] E2|X| ID 3! R E EE|X| MEHZ =4Ql)

Method 1

S53# show spanning-tree
VLANSS81
Spanning tree enabled protocol ieee
Root ID Priority 24577
Addry

s2(config)# spanning-tree VLAN 1
s2(config)# end

Hello Time
Bridge ID Priority = p )
Address BO0A.08E833.3333
Hello Time 2 sec Max Age 28 sec Forward Delay 15 sec
Aging Time 380

Interface Role sts Cost Prioc.Mbr Type

Fag/1 Desg FRD 128.1 p2p
Fae/2 Desg FWD 128.2 p2p




PVST+ Configuration
PortFast and BPDU Guard e

= PortFast is used on ports that have end devices
attached. (PortFaste Q= BX|7t AHE LEO|M AR E LICEH)

e Puts a port in the forwarding state (ZEE MY AEfZ THEL|C}H)
« Allows DHCP to work properly (DHCP7} MCHZ A5t 2

gL ch

= BPDU Guard disables a port that has PortFast

configured on it if a BPDU is received (BPDU Guard=
BPDUZ| =4I| H PortFastZt T+ & ZEE H|2HdotgtL T} PortFast and BPDU Guard

s52({config)# interface FastEthernet 8/11
s2(config-if)# spanning-tree portfast
SWarning: portfast should only be enabled on ports connected to a single host. 172.17.10
Connecting hubs, concentrators, switches, bridges, etc... to this imterface
when portfast is enabled, can cause temporary bridging loops.

Use with CAUTION

52¥ show running-config interface 8/11
Building configuration...

¥Portfast has been configured on FasteEthernete/11 but will only
have effect when the interface is in a non-trunking mode.
s2{comfig-if)# spanning-tree bpduguard enable

Current configuration : 9@ bytes
1

mterfin:e Fasl:Etherneth 11

uguar :I enable



PVST+ Configuration
PVST+ Load Balancing

Primary root bridge for VLAN 20
Secondary root bridge for VLAN 10

TsRTResreeeem P00

51# show running-config
Building configuration...

version 12.2

=gutput omitted>

spanning-tree mode pwst
spanning-tree extend system-id

Current configuration : 1595 bytes

53({config)# spanning-tree vlan 28 root primary
53({config)# spanning-tree vlan 18 root secomdary

S3{config)# spanning-tree vlan 20 priority 4096

S1{config)# spanning-tree vlan 18 root primary
S1{config)# spanning-tree vlan 28 root secomdary

or
S1{config)# spanning-tree vlan 18 priority 4e9%c

51# show spanning-tree active
=putput omitted:=

VLANS218
spanning tree enabled protocol ieee
Root ID 4186
This bridge is the root
Hellp Time 2 sec Max Age 28 sec Forward Delay 15 sec
Bridge ID Priority 4186 (priority 4e9e sys-id-ext 1e)

Hellp Time 2 sec Max Age 28 sec Forward Delay 15 sec
Aging Time 3208

Interface




PVST+ Configuration

Packet Tracer — Configuring PVST+

Fal/11

Fan_ﬂ_____FaD_ﬂ_.___ . Fal/fs l
e

E{ i Fal,2 Fad 2 o i
172.31,10.21 S \:T - Fa[:f::; Fa0/4 172.31,30.23
\\ Fa0/2 2073 %

172.531.20.22

VLAN 99 172.31.99.1 255.255.255.0  NIA VLAN 30 172.17.30.0/24
VLAN 99 172.31.99.2 2552552550  N/A VLAN 20 172.17.20.0/24
VLAN 99 172.31.99.3 255.255.255.0  N/A VLAN 10 172.17.10.0/24
NIC 172.31.1021 2552552550  172.31.10.254
NIC 172.31.20.22  255.255.2550  172.31.20.254
NIC 172.31.30.23  255.255.255.0  172.31.30.254




PVST+ Configuration
Packet Tracer — Configuring PVST+

= S1, S2, S39| H|2 gt Ef AHEO|AF 22150 access mode= HES

« show ip interface brief O|Lt show running-config @ &= 0| &3}0] QIE{ I 0| A
- H|Zdsl oE QHIOo|A 278 #HE
- [Of]

» Sl(config)# interface f0/6

» S1(config-if)# switchport mode access

» Sl(config-if)# no shutdown

= VLAN ‘44
- BE A2X[0] VLAN 10, 20, 30, 40, 50, 60, 70, 80, and 99 44
- [oll]
* S1(config)# vlan 10
* Sl1(config-vlan)# vlan 20

* S1(config-vlan)# vlan 30
* Sl1(config-vlan)# vlan 40

EN



PVST+ Configuration
Packet Tracer — Configuring PVST+
« AQX| ZEO VLAN T

- VLAN 2 HE #1510 AQX| ZEQ VLAN 2
* [O]

» Sl(config)# interface f0/6
» S1(config-if)# switchport access vian 30

= VLAN &7 =9I
G Hot SUSHAH AR =X 22l

_9
|'|J0|-

« show vian brief 332 0|23}

_l_

= Native VLAN 990 trunk 2 E &t

o Zt A2X|2| FO/1 ~ FO/4E trunk port2 Tt} native VLAN 99 &
[Gll]
S1(config)# interface range f0/1-4

S1(config-if-range)# switchport mode trunk

S1(config-if-range)# switchport trunk native vian 99



PVST+ Configuration
Packet Tracer — Configuring PVST+

- 228 AEHH o[ A0 1P =4 2

—

ok

o IPEEHE FITIY 2 AQX[2| VLAN 990 IP =4 &

- [Ol]

» Sl(config)# interface vlan99
» Sl(config-if)# ip address 172.31.99.1 255.255.255.0

= Zt AQ|X|0| STP 2 =2 Spanning Tree PVST+ &7
- [C]

» Sl(config)# spanning-tree mode pvst

= Spanning Tree PVST+ load balancing 278

+ VLAN 1,10, 30,50 & 702| 7| 2 R E7} | =& S1& 7d. VLAN 20, 40, 60, 80 5! 992| 7|2 £ E7}
EEE S32 7. EE VLANS| EX REVHE|EE 528 74,
* Sl(config)# spanning-tree vlan 1,10,30,50,70 root primary
» S2(config)# spanning-tree vlan 1,10,20,30,40,50,60,70,80,99 root secondary
» S3(config)# spanning-tree vlan 20,40,60,80,99 root primary



PVST+ Configuration
Packet Tracer — Configuring PVST+

= Edge ZEO0 PortFast ¥ BPDU Guard 273
o 2} A%|X|2] end device (PC)7t A& &l QIH I O| A0 PortFast and BPDU Guard ‘8278
- O]
» Sl(config)# interface f0/6
» Sl(config-if-range)# spanning-tree portfast
- PortFast2 2732t ZE0| BPDU Guard 278
- O]
» Sl(config)# interface f0/6
» S1(config-if)# spanning-tree bpduguard enable

- TN HE ol

« Show running-config Fd 2 0|85 +4 HE

ot

Hl



Rapid PVST+ Configuration
Spanning Tree Mode

= Rapid PVST+ supports RSTP on a per-VLAN basis. (Rapid
PVST +£ VLAN® 2 RSTPE X|&TtL|Ct)

« Default on a 2960 is PVST+. (2960 22|X|9| 7|24 ™H 2 pvST+Q LICt)

* The spanning-tree mode rapid-pvst puts a switch into Rapid
PVST+ mode. (spanning-tree mode rapid-pvst = 22| X| £ Rapid PVST +
DEZ MetgtLot)

* The spanning-tree link-type point-to-point interface command
designates a particular port as a point-to-point link (does not have
a hub attached). (spanning-tree link-type point-to-point 2/ E{ 0| A HH2

51# show spanning-tree vlan 18

£ ZEE point-to-point A3 E X|FEL|CH (S ETF AZAE[0 UK %)) VLANBB18
« The clear spanning-tree detected-protocols privileged mode Root ID  Priority 4106
command is used to clear STP. (clear spanning-tree detected-protocols ?ﬂg_:e;imge ﬁlih:aagugm

Hot B E HH2 STPE X2 =0 AFEEY El’) Hello Time 2 sec Max Age 28 sec Forward Delay 15 sec
Bridge ID Priority 4186 {priority 4896 sys-id-ext 18)
Address 2e19.aa% . beas
Hello Time 2 sec Max Age 28 sec Forward Delay 15 sec
Aging Time 208
Interface Role sts Cost Prio.Nbr Type

S1# show run

51# configure terminal

Si{config)# spanning-tree mode rapid-pwst
S1{config)# interface fo/2

S1{config-if)# spanning-tree link-type point-to-poimt

output omitted>

Desg LRN 19

spanning-tree mode rapid-pvst Desg LRN 19

spanning-tree extend system-id

spanning-tree vlan 1 priority 24576
spanning-tree vlan 1@ priority 4896
spanning-tree vlan 2@ priority 28672

Si{config-if)# end
51# clear spanning-tree detected-protocols




Rapid PVST+ Configuration

Packet Tracer — Configuring Rapid PVST+

FO/1 FO/1

Fof2 Fo/2 =1
FO/4 Fo/3

IP Address Subnet Mask Default Gateway
S1 N/A

VLAN 99 172.17.99.11 255.255.255.0

VLAN 99 172.17.99.12 255.255.255.0 N/A

VLAN 99 172.17.99.13 255.255.255.0 N/A

NIC 172.17.10.21 255.255.255.0 172.17.10.254
NIC 172.17.20.22 255.255.255.0  172.17.20.254
172.17.30.23 255.255.255.0 172.17.30.254

/ FOj4

w

N

U
N

=
o

VLAN 30 172.17.30.0/24
VLAN 20 172.17.20.0/24
VLAN 10 172.17.10.0/24

FC1 FC2 PC3
172.17.10.21 172.17.20.22 172.17.30.23



Rapid PVST+ Configuration
Packet Tracer — Configuring Rapid PVST+

= S29| H|Ztd ot ME QI O|AE =25 access modez= HASH D 2

« show ip interface brief O|Lt show running-config @ &= 0| &3}0] QIE{ I 0| A
- Hlgdst &) QHIO|A 2 HE

» S2(config)# interface range f0/6,f0/11,f0/18

» S2(config-if-range)# switchport mode access

» S2(config-fi-range)# no shutdown

= VLAN ‘44
- BE A2X[0] VLAN 10, 20, 30, 40, 50, 60, 70, 80, and 99 44
- [oll]
* S1(config)# vlan 10
* Sl1(config-vlan)# vlan 20

* S1(config-vlan)# vlan 30
* Sl1(config-vlan)# vlan 40



Rapid PVST+ Configuration
Packet Tracer — Configuring Rapid PVST+
= 22X ZEO| VLAN 2F

- VLAN 2 HE #1510 AQX| ZEQ VLAN 2
* [O]

» S2(config)# interface f0/6
» S2(config-if)# switchport access vian 30

= VLAN &7 =9I
G Hot SUSHAH AR =X 22l

_9
|'|J0|-

« show vian brief 332 0|23}

_l_

= Native VLAN 990 trunk 2 E &t

o Zt A2X|2| FO/1 ~ FO/4E trunk port2 Tt} native VLAN 99 &
[Gll]
S1(config)# interface range f0/1-4

S1(config-if-range)# switchport mode trunk

S1(config-if-range)# switchport trunk native vian 99



Rapid PVST+ Configuration
Packet Tracer — Configuring Rapid PVST+

- 228 AEHH o[ A0 1P =4 2

—

ok

o IPEEHE FITIY 2 AQX[2| VLAN 990 IP =4 &

- [Ol]

» Sl(config)# interface vlan99
» Sl(config-if)# ip address 172.17.99.11 255.255.255.0

= Z} AQ|X|0f| STP 2 E 2 Rapid Spanning Tree PVST+ & H
- [Ol]
» Sl(config)# spanning-tree mode rapid-pvst

= Rapid Spanning Tree PVST+ load balancing &8

 VLAN 1,10, 30,50 & 702| 7|2 R E7} & =& S1& 7d. VLAN 20, 40, 60, 80 & 992| 7|2 £ E7}
EEE S32 7. EE VLANS| EX REVHE|EE 528 74,
* Sl(config)# spanning-tree vlan 1,10,30,50,70 root primary
» S2(config)# spanning-tree vlan 1,10,20,30,40,50,60,70,80,99 root secondary
» S3(config)# spanning-tree vlan 20,40,60,80,99 root primary



Rapid PVST+ Configuration
Packet Tracer — Configuring Rapid PVST+

= Edge ZE 0| PortFast 3 BPDU Guard &7

« S29| end device (PC)7t A Z =l 1| O| A0 PortFast and BPDU Guard &7
» S2(config)# interface range f0/6 , fO/11 , f0/18
» S2(config-if-range)# spanning-tree portfast
- PortFast2 2732t ZE0| BPDU Guard 278
» S2(config)# interface range f0/6 , fO/11 , f0/18
» S2(config-if-range)# spanning-tree bpduguard enable
=L ]

« Show running-config F& 2 0|85 +4 FE

ot

ol



STP Configuration Issues

Analyzing the STP Topology

— — Discover Layer 2

topology. -
-
\ ,_.«"'
>

Analyze 5TP

g Fice Prepare
expected Layer 2
path.
"“‘,\_“.
show spanning-tree wlan
Verify root bridge.
o g
show spanming-tree vlan

Confirm Layer 2
path.

Stepl AS2ESZX A HERKHI EM7t

UCHH A2 L} show cdp neighbors EE = A

Step2: A5 2 EZEX|E EH%H = STP X
9*3&01 O &E=H5 28 E%E%‘ ot
FO

A9[X|7F 2 E H2|X[QIX| &Otof g

Step 3: show spanning-tree vian & &2 A&35}0]

FE Ho|x| 29X ZH

Al
1=

Step 4: show spanning-tree vian 332 2 &

A Q| X| 0| M A2 510 blocking, forwarding &

ZES 0I6tn 45 AS 2 Z= ol

LER ©I

&



STP Configuration Issues

Expected Topology Versus Actual Topology
Use show commands
= Ensure that the spanning-tree topology matches what is expected. 10 21 SV D0 16
(AT E2] EE2X|7} 04 3 AT YRISHX| SQIBA A2 forget to verify load
balancing.

Root Bridge




STP Configuration Issues
Overview of STP Status

= Use the show spanning-tree and show spanning-tree vian x commands to verify the STP

status. (show spanning-tree 3! show spanning-tree vian x &S AF235}0] STP MEHE ZOISIAAIR)

51# show spanning-tree vlan 188

VLANS18e
Spanning tree enabled protecol rstp
Root ID Priority 28772
Address 8088 .acaf.3127
Cost 2
Port 28 (TenGigabito/1)
Hello Time 2 sec Max Age 28 sec Forward Delay 15 sec
Bridge ID Priority 28772 (priority 28672 sys-id-ext 188)
Address e0ee.ecab.3724
Hello Time 2 seC Max Age 28 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

128.72 P2p
122.88 P2p
1228.88 P2p




STP Configuration Issues
Spanning Tree Failure Consequences

= NEVER turn STP off; this can cause a switched network to be unusable — Remember that there

IS not a TTL mechanism at Layer 2. (sTpE Hrj ILx| OHA|Q. 0|2 Qs m3 L EYAS A 4= oA 2 & ABLICH
AE 20l= TTL HAHLEO| Sl&LIC)

Priority: 28672 Priority: 28672
MAC: 0000.0cab.3724 MAC: 0000.0c8f3127

o

Priority: 32768 Priority: 32768
MAC: 0000.0cf6.9370 MAC: 0000.0c39.f28a [ Frame enters here I




STP Configuration Issues
Repairing a Spanning Tree Problem

= Manually remove redundant links (physically remove the cable OR through configuration, if possible).
(B2 YIAE 322 HAYLILH (7IsstH 742 Sl ZA0l£2 SEIH2E HAHSHUAIR).)

mjo

« Determine and repair the cause of the spanning tree failure. (2Ii'd E2| 2 59| &I012 205t S AIR)

» If unable to determine the problem, reinstall cables one at a time (or re-enable the ports) to locate the issue. (2XE
gholel 4= gle= 42 70|52 o Hoj| StLHA ChA| AX[SAHLE ZE S CHA| 2431510 2HE H2dUAR)

Root Bridge

WILAM 100




9.4 Chapter Summary



Conclusion
= Build a simple switched network with redundant links. (& 23z zictst n3t EQIE 71%)

= Explain how different varieties of spanning tree protocols operate. (Ciast 50| A1 E2| =2 220| o{L

xS ot x| HF)

= Implement PVST+ and Rapid PVST+ in a switched LAN environment. (a# LAN $Z0|M PVST + % Rapid
PVST +5 T3)



\ b C

i _______ Thank You
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