


8 - Sections & Objectives

= 8.1 OSPF Operation (ospF 5%

* Explain how single-area OSPF operates. (7t2 A9 OSPF ZH5 &4l

» Explain the features and characteristics of the OSPF routing protocol. (OSPF 2t2 & ZZEZ9o| E41t

am

%)

» Describe the types of packets used to establish and maintain an OSPF neighbor relationship. (OSPF 0|2 2tA 471t
7RO AHEEl= T2 7Y)

» Explain how OSPF achieves convergence. (OSPF2| =& & dtH)
= 8.2 Varieties of Spanning Tree Protocols (2mjd E2| Z2EZ°| 57

* Implement single-area OSPFV2. (%tY A9 ospPFv2 73)
» Configure an OSPF router ID. (OSPF 22 E ID #4)
» Configure single-area OSPFVv2. (&t ¥ OSPFv2 714)
» Explain how OSPF uses cost to determine best path. (OSPF7} | o| A2 E ZHst7| st H| & AHE W H)

» Verify single-area OSPFVv2. (tt2 @9 soPFv2 2t9l)



8 - Sections & Objectives (Cont.)

= 8.3 Implement single-area OSPFv3 (Tt @S OSPFv3 &)
* Compare the characteristics and operations of OSPFv2 to OSPFV3. (0sPFv22t OSPFv32| £ 3 5 H| 1)
* Configure single-area OSPFV3. (Z2 Y% 0sPFv3 74)
» Verify single-area OSPFv3. (ct2 ¥ osPFv3 Q1)



8.1 OSPF Characteristics



Open Shortest Path First

Evolution of OSPF ' Interior Gateway Protocols Exterior Gateway
Protocols
: T i | |DistanceVector  JLink-State  [JPathVector |
= OSPF is a link-state routing [P FEEaiaaiusss OSPRZINI 15-15 BGP=4
prOtOC(gll (IOrSPFE 23 dE 2t 8 IPv6é  RIPng EIGRP for IPv6 [OSPR@IIT IS-IS for IPv6 BGP-MP
T2EZ QL|CH) :
008

1999 OSPFv3 for IPv6 published in RFC 2740

1998 OSPFv2 updated in RFC 2328

1991 OSPFv2 introduced in RFC 1247

1989 OSPFv1 published in RFC 1131
1988 development work begins on OSPF




Open Shortest Path First

Features of OSPF

v2 supports MD5 and SHA authentication

Classless

Efficient

Secure

OSPF Features

Scalable
|

= OSPF uses the Dijkstra shortest path first (SPF) algorithm to

Fast Convergence

Route Source Administrative
Distance

choose the best path. (osPFE Dijkstra Z|EH A2 @M (SPF) ¥12|5S Connected 0
AHESHO] || AR E MEdSIL|CE) Static 1
EIGRP summary route 5
= Administrative distance is used in determining what route gets IEfl';s:P :2
. . . . nterna
installed in the routing table when the route is learned from P (00
multiple sources. (22| 7Hz2l& olg] AA0M Z2E &2 [ 2t E H| 0|20 om0
X2 425 ZFsH=0 AHEE L) s e
RIP 120
* The lowest administrative distance is the one added to the routing table. External EIGRP 170

Ot 22 2| He2l= 2t H oS0 FIHE A2 YL ) Internal BGP 200

—



Open Shortest Path First TET——
Database Description packets

Link-state Request packets

CO m po n e ntS Of O S P F Link-state Update packets
Link-state Acknowledgment packets
Lists all neighbor routers to which a router has established bidirectional communication (2t & ot
ueter SAlS d8e 2E & etREHE LIS ELILCEH)
DRELICH)
View using the show ip ospf neighbor command (show ip ospf neighbor Z 2 S AI250{ 018 &
FSEO CHst 32 E LI ELICE)
b

A= 2 RELIRH
A tE0tK &telg =

(LSDB)
USLICE)
=EE

Adjacency  Neighbor e
» Unique for each router (2 2t L& OICH
UAZLICH)
Link-state Topology < Lists information about all other routers (Ct2 2 &
* Represents the network topology (HES3 EEZ22 XIS LIEFYLIC
» Contains the same LSDB as all other routers in the same area (2 X< 0l
=25t LSDBE LetefLItt)
View using the show ip ospf database command (show ip ospf database Z& S A
Lists routes generated when the SPF algorithm is run on the link-state database. (SPF £ 112/ Z0|
MAE A= E LIEELICH)
e BU= 2" L AX0 CHe 220t
=6t &ols &= USLICEH)

Unigue to each router and contains information on how and where to send packets destined for

Routing
oz AEH CIIOIEHIOIAGIA A3 [
remote networks (2 2tEOIC D26t 22 HIERAZ &ote I

View using the show ip route command (show ip route

Forwarding
ZEEo ASLICEH)
= OSPF packet types: hello, database description, link-state request, link-state update, link-state
thello, CIO|HH[O] A 2, HZ B @7, HZ JE YOO0IE, HZA HEf =Ql)

o =
A7d

acknowledgment (ospr i



Open Shortest Path First

Link-State Operation

10.5.0.0/16

10.2.0.0/16

10.1.0.0/16

10.3.0.0/16

10.4.0.0/16

10.11.0.0/16

10.10.0.0/16

Use hello packets to @2 Use LSAs to flood

establish neighbor

adjacencies
(hellolf 2! S AtESH0] O| 2
g =8)

Each router builds a
routing table that
includes the path to get
to the distant network

and the cost to get there.

(2 2REE B Y EYAZ
Tt Adzoru|ge meksle
2t Bloj2 1)

10.8.0.0/16

the area with cost
and state of links
(Hl22F &3 HEf7t
ESE  SAE X9z

Each router builds a topology table

(& 2tRH= EZ2X HO|E 74)
-
10.1.0.0/16
5
Y = 10.3.0.0/16 ‘
1
T Tab
e 10.4.0.0/16

Each routétiruns the SPF algorithm
/ resulting in the SPF tree (% 2t E =

SPF ¢112[|&2 HASI0 SPF E2| #£4d)

ft@_,g

Soi2H)

Destination _____|ShortestPath ______|Cost |
10.5.0.0/16 R1-R2 22
10.6.0.0/16 R1-R3 7
10.7.0.0/16 R1-R3 15
10.8.0.0/16 R1-R3-2R4 17
10.9.0.0/16 R1-R2 30
10.10.0.0/16 R1-R3-R4 25
10.11.0.0/16 R1+R32R4-3R5 27
10.5.0.0/16 R1-»R2 22



Open Shortest Path First
Single-Area and Multiarea OSPF Multiarea OSPF

Area 1 Area 0 Area 51

Single-Area OSPF

DeS|gned usmg a hlerarchlcal scheme (HZ&& MHE AH=ZSHH CIAtL! &)
All areas connectto area 0 (area 00l HZ 2= Z0| HZE)

More commonly seen with numerous areas around area 0 (like a daisy N
or aster) (2L 0 =FHS =2 HANAM O LEHECZ & == USLILCH 2
(HIOIXl E£= OHAE 2 Z201))

Routers that connect area 0 to another area is known as an Area Border
Router (ABR) (2<% 0= L2 Y0l 2 Z206t= 2tSHE ABR (Area Border
Router)Ol 2t 2 & LICt.)

Used in large networks (H# 2 WIERAIN A AIE)

Multiple areas reduces processing and memory overhead (Z &l &4

T2 MA 2 HIe 2 dllE Z2AA2)

A fallure in one area does not affect other areas (st &

A g2 0| XXl ZSLICH

All routers contained in one area (2=
REH=2 otLte XS0 LetE

Called the backbone area (84 & X< 0|t
=)

Known as Area 0 (Area 022 &)
Used in smaller networks with few routers
XN o AO |._C'>_E.|§ ;/\—15| II-O ?DO|

—ll__l_——

HIERI NN AIES




OSPF Messages
Encapsulating OSPF Messages

Data Link Frame
Header

OSPF Packet
Header

OSPF Packet Type-
Specific Database

IP Packet Header

= OSPF adds its own Layer 3 header after the IP Layer 3

header. (0SPF= IP Layer 3 3|5 |0l OSPF2HO| Layer 3 8| GI
F74eL(Ct)

 The IP header contains the OSPF multicast address of either
224.0.0.5 or 224.0.0.6 and the protocol field of 89 which

indicates it is an OSPF packet. (IP 8| H 0= 224.0.0.5 =&
224.0.0.62| OSPF HE| 7| AE Z=AQ OSPF IfZl QS LIEILYE= 899
Z2EE ZET dsUCL)

OSPF Packet Header identifies the type of OSPF

packet, the router ID, and the area ID (ospF 1% 85 &
OsPFIfZlel R, 2t2E ID & Y IDE M ELIL))

OSPF Packet Type contains the specific OSPF packet
type information (ospF Izl RE0l= S8 osPF A 8 HET}
ZotELCL)

OSPF Packet Header
Type code for OSPF packet type
Router ID and Area ID

Data Link Frame (Ethernet Fields shown here)
MAC Destination Address = Multicast: 01-00-5E-00-00-05 or 01-00-5E-00-00-06
MAC Source Address = Address of sending interface

IP Packet
IP Source Address = Address of sending interface

IP Destination Address = Multicast: 224.0.0.5 or 224.0.0.6
Protocol Field = 89 for OSPF

OSPF Packet Types

0x01 Hello

0x02 Database Description (DD)
0X03 Link State Request

0X04 Link State Update

0X05 Link State Acknowledgment



OSPF Messages

Encapsulating OSPF Messages (Cont.)

OSPF

Packet Packet Name

Type

1 Hello

2 Database
Description (DBD)

3 Link-State Request
(LSR)

4 Link-State Update
(LSV)

5 Link-State
Acknowledgment
(LSACcKk)

Description
Discovers neighbors and builds adjacencies 0|22 2ot 0|2 2t0l 8L 2 2=
between them
Checks for database synchronization ctH 2H OI0IEHIoIA SJ| 3t &0l
between routers
Requests specific link-state records from UASHOUA CtREHE S 23 A dZE
router to router 2
Sends specifically requested link-state SS90 QEE S M HdBE S8

records

Acknowledges the other packet types

= OSPFv3 has similar packet types. (osprvaz {AHSH I§2l R&S 7HELCH)



OSPF Messages
Hello Packet

Date Link

Bit(s):

OSPF Packet
Headers

OSPF Hello
Packets

0

23124

OSPF Packet OSPF Packet Type-Specific Data
718 15/16 31

Version

Type =1

Packet Length

Router ID

Area ID

Checksum [

AuType

Authentication

Authentication

Network Mask

Hello Interval

Option

Router Priority

Dead Interval

Designated Router (DR)

Backup Designated Router (BDR)

List of Neighbor(s)

= Hello packets are used to discover neighbors, establish

neighbor adjacencies, advertise parameters both routers
must agree upon in order to become neighbors, and elect
the Designated Router (DR) and Backup Designated
Router (BDR) on multi-access networks like Ethernet and
Frame Relay (not serial point-to-point links). (Hello T{Zl 2
0| &5, 0| QY dE 278, F 22K 7t 0| 20| &|7| £/}
S2|5ljof Sh= 07 HE L2|1, (serial point-to-point 237} OF&l) O] ull 8l
=2 e 2ajloet 22 S HM A HERAMAM DR (X178 2+ El) X BDR (M
g 2tRHE HESH=0 AFEELIC).)

* Type field—1 = hello; 2 =DBD; 3 =LSR; 4 =LSU; 5 - LSAck

* Hello interval — how often a router sends hello packets (2+*E7t
hello T2 & ELf= gl k)
* Router priority (default is 1; 0-255 with the higher numb

e
influencing the DR/BDR election process) (2t2E M =2
(7I272+2 1, DR/ BDR ME{O|| AFR E|= 0-2552] At X7 22842
2t2E 7t 30X DRO| & 7t&M0| =8)

» Dead interval — how long a router waits to hear from a neighbor

router before declaring the router out of service (B} E 7t MHIAE
SErotCtn Meishr| [oj| QI 2tRHERH =4 th7|5t= AlZh

r
|

DR and BDR fields contain the router ID for the DR and BDR (DR
% BDR Z=0|&= DR X BDRO| 2+ Ef ID7t &g L|Ct)

» List of neighbors is the router ID for all adjacent neighbor routers
Ol 552 2= 24 O|% 2t E2| 22 H IDYLICEL)

AT T



OSPF Messages
Hello Packet Intervals

= Hello and dead intervals must be the same interval

setting on neighboring routers on the same link (Hello % S 2uelc '

" = =+ R 10.9.0.0/16
Dead 7tA2 5ot 39| 21T 2t E0M st ZHAH2 = H7F5HOF
ShL| |:|-) 10.1.0.0/16 10.11.0.0/16

= Transmitted to multicast address 224.0.0.5 in IPv4
(IPV40l A HE| HHAE F4 224.0.052 TE)

= Transmitted to multicast address FF02::5 in IPv6
(IPv6O| M BE[ | AE F4 FFO2 52 &

10.4.0.0/16

= Sent every 10 seconds by default on multi-access

networks like Ethernet and point-to-point links (o4 2
point-to-point 3 2f 42 CHE AMA HERIOAN 7|28 2= 10 &0t} 10.8.0.0/16
H&

= Sent every 30 seconds by default on non-broadcast multiple access networks (NBMA) like Frame Relay
(=2 Q) 2ot Z2 B HZE FHAE OHE AM A HESR (NBMA)UIA 7|28 2 = 30 =0t HE)

= Dead intervals by default are 4 times the hello interval (7|2X 22 HE 7tZL hello 22| 4 B QI LIC})

* If the dead interval expires before the router receives a hello packet, OSPF removes that neighbor from its link state data
base (LSDB). The router then floods the LSDB with info about the down neighbor. (22 E 7} hello & =A1517| Mo H =
7t0| BtE &M OSPF+= 3ifE O| 22 LSDB (Link State Database)0f| Al A A2 L|Ct O3 CHS 2t HE CHR 0| R0 LS S22 LSDBE
EH L)



OSPF Messages
Link-State Updates

= A Link State Update (LSU) contains one or more LSAs; LSAs contain route information for destination
Networks (LSU (Link State Update)Oil= Lt O|At2| LSATF ZEHE|Of UL LICH LSAO= CHA IEQIT0f TSt B2 M 7F Zot|of &L|Ch

= Routers initially send Type 2 DBD packets — an abbreviated list of the sending routers LSDB (22 E{ & X2
Type 2 DBD T{Zl- M & 2t2H LSDBO| A £2-2 RHELICH

« Receiving routers check against their own LSDB (4! 2t E & XtA12] LSDBO]| CHal Q)

= Type 3 LSR is used by the receiving router to request more information about an entry in the Database
Description (DBD) (type 3 LSRS =4I 2t2E{0l| A H|O|E{H|0]~ M P (DBD)2| E20f 3 27t B S @Nst=0 AL ELCt)

= Type 4 Link-state Update (LSU) is used to reply to an LSR packet (LSR T} 210 S &3t O type 4 23 AE} ¥HI0IE

(LSU)Zt AEE LIE)
1 Router LSAs
OSPF Packet Packet Name Description 2 Network LSAs
Type
3or4 Summary LSAs
1 Hello Discovers neighbors and builds adjacencies between them
5) Autonomous System External LSAs
2 DBD Checks for database synchronization between routers
6 Multicast OSPF LSAs
8 LSR Requests specific link-state records from router to router )
7 Defined for Not-So-Stubby Areas
4 Link-State Update (LSU) Sends specifically requested link-state records — _
8 External Attributes LSA for Border Gateway Protocol (BGP)
5 LSAck Acknowledges the other packet types
9,10, 11 Opaque LSAs




OSPF Operation _ _
. = OSPF progresses through several states while attempting to
OSPF Operatlonal States reach convergence: (Ospre 420j & st S0t ol AEjES FISetL|Ct)

* Down — No Hello packets received; router sends Hello packets (Ch2 —
Hello THZ10| =4I| X| Q4 R%&LICE 2R E{= Hello TfZl S 2™ L|CH

* Init — Hello packets are received that contain the sending router’s
Router ID (init — &4l 2t E 2| 2t E ID7F Z2HEl Hello T2 0] =4I EL|C})

«  Two-Way — Used to elect a DR and BDR on an Ethernet link (¥%3f -
O|C{4l 30jM DR 5 BDRZ MEHSHE Of| ALR)

» ExStart — Negotiate master/slave relationship and DBD packet

Two-Way State sequence number; the master initiates the DBD packet exchange
(ExStart — OtAH / S2f|0[E 2t7 3! DBD T2l AR A M g4, OtAE 7t DBD
mjZl Weks AEfetLch

Establish Neighbor
Adjacencies

Exchange — Routers exchange DBD packets; if additional router
information is required, then transition to the Loading State,
otherwise, transition to the Full State (w1 % — 22 E 7t DBD I{Zl S
Synchronize . WetetL|Ch 7t 2R HE7F HRot 42 Loading HEfE Tt QK|
OSPF e Exchange State orom Fyll AFEjZ FBh

Databases =

” ExStart State

i
i
I
[ ]

* Loading — LSRs and LSUs are used to gain additional route

information; routes are processed using the shortest path first (SPF)
iy  Loading State algorithm; transition to the Full State (2E - LSR ¥ LSU= =71 Z=2
HEE Y=o MEELILL 2= 2T 2 24 (SPF) €125 2 A5
XMelg LT BN JEfz Mg

1

’. . . : .
.
. wifem

Full State « Full — Routers have converged databases (M #| — 2-2E0f
OO EfH| O| A7} =H £ RS LCE)



OSPF Operation B 65072 N
Establish Neighbor Adjacencies (1 cor =

= Without a pre-configured router ID (RID) or loopback addresses, R1 has a RID of 172.16.5.1 and R2 has a
RID of 172.16.5.2 (0|2| A= 28t2E ID (RID) = R X8k A7} 1O 8 R19| RIDE 172.16.5.10| 1 R22| RID= 172.16.5.2L|C})

o[ Down State ] i
Init State

R2 neighbor list:
172.16.5.1, int G0/1
[ Init State ]
Hello! My router ID is 172.16.5.2 and here is my neighbor
Hello! My router ID is 172.16.5.1. Is there anyone else on list.
this link? B
5 Unicast to 172.16.5.1 Hello
Hello Multicast to 224.0.0.5
9 Elect the DR and BDR
R1 neighbor list: R1 has a default priority of 1 R2 has a default priority of 1
172.16.5.2, int GO/O and the second highest and the highest router ID. It
router ID. It will be the BDR will be the DR on this link.
on this link.

[ Two-Way State ]




OSPF Operation
OSPF DR and BDR

= Reduce the number of LSAs sent — The DR is the only

router used to send LSAs for the shared network (x1% =
LSA #= &2 —DR2 &1 HIEH IO Tish LSAE TS0 A8 El=
QYU 2FRE{QLICE)

= Reduce the number of adjacencies over a multi-access
network like Ethernet (o|G{yat 22 CtE A A HEJIAE St

=2 O L
4 A 7
le = I-A)

Routers Adjacencies
n nin-1)/2
5 10
10 45
20 190

100 4,950

Adjacency

Adjacency Adjacency

Adjacency Adjacency

Adjacency Adjacency

Adjacency

Adjacency Adjacency

Number of Adjacencies =n(n-1)/2
n = number of routers
Example: 5 (5 - 1) / 2 = 10 adjacencies



OSPF Operation
Synchronizing OSPF Databases

After the Two-Way state, routers need to synchronize

their databases and use the other four types of OSPF

packets to exchange information. (¥ & 20| 2t2E=
HIO[E{H|O| A S 7|26t LHE 4 7HA| R 2| OSPF I{Zl 2 AHE5H0]
X =2 mBkeof B Ch.

£l 172.16.5.0/24 2
GOo/0 Go/1

[ Exchange State ]

Here is a summary of my LSDB.

1~

DBD
|:] Thanks for the information!

LSAck

|:] Here is a summary of my LSDB.

DBD

Thanks for the information!

i~

LSAck

>< R 172.16.5.0/24 2
@ Go/0 GO/1

1 T

[ ExStart State ] R2 has the highest router ID, so it will

send the DBD packet before R1.

-l 172.16.5.0/24 .2
Go/0 GO/1

[ Loading State

D | need more information on the 172.16.6.0 network.

LSR

Here is the entry for 172.16.6.0/24. :l
|

LSU

D Thanks for the information!

LSAck




8.2 Single-Area OSPFVv2



OSPF Router ID
OSPF Network Topology
= Topology used to describe OSPF configuration (osPF #4428 d¥ste O Ar8 &= EEEX|)

Area 0

172.16.2.0/24

r4

Internet

L 5 S0/0/1

= S0/0/0 .6

192.168.10.4/30

172.16.1.0/24 192.168.1.0/24




OSPF Router ID
Router OSPF Configuration Mode

= OSPFv2 configuration uses the router ospf configuration mode (0sPFv2 T4 router ospf SHAMLH D EZ AFREL|CH

* From global configuration mode, type router ospf process-id to enter commands (222 +d 2 =0{ A router ospf process-
idE LEot0] IS LA

Rl (confiqg) # router ospf 10
Rl (config-router)# 2
Router configuration commands:

Calculate OSPF interface cost according to
bandwidth

network Enable routing on an IP network

auto—-cost

no Negate a command or set its defaults

passive-interface Suppress routing updates on an interface

priority OSPF topology priority

router-id router-id for this OSPF process

| Note there are other commands used in this mode. (O] HO|IM AHEE[= BHEO| T BA|L|O| ASL|CL)



OSPF Router ID
Router IDs

= Router IDs are used to uniquely identify an OSPF router (22

ID= OSPF 2t EE 1/5HA A Edt= O AHEE L
Router ID explicitly
configured?

= Router IDs are 32 bits long in both OSPFv2 (IPv4) and OSPFv3

(IPv6) (0sPFv2 (IPv4) % OSPFV3 (IPv6) 250l Af 22 E ID2| Z0|& 32 H{EQIL|C}) lNO
= Used in the election of the DR if a priority number is not
configured (24 &9 M7t THLX| %S A2 DRO| MEHO| AHD) Y

interface configured?
Use that as the router ID.

= Ways a router gets a router ID (2t2E{7t 2t2E IDS & @H)

. . . . . . ND
1. Configured using the router-id rid OSPF router configuration mode .I,
Command (rOUter'id rid OSPF router :I'Lg BE %1 Eé% Al'%-é-l'oq ?'ch) Use the highest active configured IPv4 address.

2. Ifarouter ID is not configured, the highest configured loopback
interface is used (2t9H ID7t +EZ/X| RS2 42 71 =4 4= Fou
QB O] A7t AFEE LILE)

3. If there are no configured loopback interfaces, then the highest active
IPv4 address is used (not recommended because if the interface with
the highest IPv4 address goes down, the router ID selection process
starts over) (& FZH QIHEHO|ATF QoW 7MY =2 &Y IPv4 FA7L
AMEELULHHE &2 IPva =28 77 QB H[O| A7} L2 2| H 22 F 1D Md &
T2 MA7FCAl AR E 22 AZEX] Ba))



OSPF Router ID

Configuring an OSPF Router ID

Use the router-id x.x.x.x command to configure a router ID. (router-id x.xx.x Y& 0|83}0| 2t2H DE

A-II-IoI- A OI/H\|_||:|.)

= Use the ho W ip protocols command to verify the router ID. (show ip protocols &2 0|83}0] 2t2F

IDE ol

R1(config)# router ospf 10

R1(config-router)# router-id 1.1.1.1

R1(config-router)# end

R1it

*Mar 25 19:50:36.595: %SYS-5-CONFIG _I: Configured from console by console

R1#
1t show 1p protocots (|
*** TP Routing is NSF awake ***

Routing Protocol is "ospf 10"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Number uf areas in this router is 0. ® normal ® stub @ nssa
Maximum path: 4

Routing for Networks:

Routing Information Sources:

Gateway Distance Last Update

Distance: (default is 118)




OSPF Router ID
Modifying a Router ID

= Use the clear ip ospf process command after changing the router ID

to make the change effective. (2t2E IDE #Z $t = clear ip ospf process ¥ &S
ALESH0l HE Atk 2 HESHUAIR)

R1# show ip protocols
*%¥* TP Routing is NSF aware %%

Routing Protocol is "ospf 18"
Outgoing update filter list for all interfaces is not set

R1# clear ip ospf process

Reset ALL OSPF processes? [no]: y

R1#

*Mar 25 19:46:22 .423: %0SPF-5-ADJCHG: Process 10, Nbr
3.3.3.3 on Seriale/e/1 from FULL to DOWN, Neighbor Down
Interface down or detached

*Mar 25 19:46:22.423: %0SPF-5-ADJCHG: Process 10, Nbr
2.2.2.2 on Serial@/e/0 from FULL to DOWN, Neighbor Down
Interface down or detached

*Mar 25 19:46:22 .475: %0SPF-5-ADJCHG: Process 10, Nbr
3.3.3.3 on Seriale/@/1 from LOADING to FULL, Loading Done
*Mar 25 19:46:22 _475: %0SPF-5-ADJCHG: Process 10, Nbr
2.2.2.2 on Serial®/e/0 from LOADING to FULL, Loading Done
R1#

R1# show ip protocols | section Router ID

App“ed RID Change Router ID 1.1.1.1

Incoming update filter list for all interfaces is not set
Router ID 192.168.16.5 Original RID

R1(config)# router ospf 10
Rl onfig-router)# router-id 1.1.1.1 Change RID ||
eload or use "clear ip ospf p ss" command, for this to take eff




OSPF Router ID
Using a Loopback Interface as the Router ID Do NOT advertise this
network! It is a common

= Older 10S version did not have the router-id OSPF configuration mistake made in OSPF
M ol gi&Lct) configurations. (0l
HESIE F35IX

Ot& AI2! OSPF & 0ll A

o O o
el _
Eo| &dote &+=gLIC)

command. (0| 10s HH0fl = router-id OSPF T
= Loopback interfaces were used to provide a stable router ID. (24

2t E IDE MS5H7| 2l R QIE I 0| A7 M ASLICE)

Rl (config) # interface loopback 0
Rl (config-if)# ip address 1.1.1.1 255.255.255.255

Rl (config-if)# end
R1#




Configuring Single-Area OSPFv2
Enabling OSPF on Interfaces

= Use the network command to specify which interface(s) participate in the OSPFv2 area. (network
FHZ ALSH0] OSPFv2 Y0 E0i5t= AHMO|AE X|HSHYAIR)

* (config)# router ospf x
* (config-router)# network x.x.x.x wildcard_mask area area-id

If a single-area

topology is used,
it is best to use : - intomet
Area O (¢t 3

EEZE2XE AIEdt=
A2 Area 0= AIE0dl=
A0l JtE ESLILH

172.16.2.0/24

172.16.1.0/24 192.168.1.0/24




Configuring Single-Area OSPFv2
Wildcard Mask

= To determine the wildcard mask, subtract the normal mask from 255.255.255.255 (o2& 7= ojA3 &
2tolste ™ 255.255.255.2550 A A 24l OfAJE WL|C})

= A wildcard mask bit of 0 — QtYE7IE OjA 39| OH|E= HEYA FAQF YX|St= HIE
= Awildcard mask bit of 1 — otUE7tE OfAT Q| 1HEL HEQT FAQ UK|SIX| Y= HIE

= A wildcard mask is a series of 0s with the rest 1S (L E=7t= oA = 00| A% O|OfX|ChI} LI X| 7} 12 kYK =
HE A LICE)

[ Subnet Mask "l 255.255.255.255 [ Subnet Mask 255.255.255.255
- 255.255.255.000

- 255.255.255.192
( Wildcard Mask | . 000.000.000.255 Wildcard Mask ]—-» 000.000.000.063

p—

/24 mask /26 mask



Configuring Single-Area OSPFv2
The network Command

= Two ways to use the network command (network Z& 2 AI3H= F 7HX| )

« Advertise the particular network, calculating the wildcard mask (A E 7t= OtAI S A 4tst0] EF HEQIE &1)
-

- Advertise the IP address on the router interface with a 0.0.0.0 wildcard mask (0.0.0.0 2t E 7tE OtAIE AL S0

2t E HH oA IP FAE E1)

Area o Method 1 Traditional Method Network Number and
172:16.2.0/24 Wildcard Mask (W ES3 AL Y EFIE OfA )

Rl (config) # router ospf 10
Rl (config-router) # network 172.16.1.0
0

Rl (config-router) # network 172.16.3.
Rl (config-router) # network 192.168.10.

3
Method 2 Interface IP Address and 0.0.0.0 (2 E{H|O| A
IP 22} 0.0.0.0)

Rl (config) # router ospf 10

Rl (config-router)# network 172.16.1.
Rl (config-router)# network 172.16.3.
Rl (config-router)# network 192.168.10.

172.16.1.0/24

1
1




Configuring Single-Area OSPFv2
Passive Interface

= An interface configured as a passive interface does not OSPF messages. (passive QIE{H 0|22
T QIEI0|A = OSPF HAIX|E ELHX| &L Ct)

= Best practice for interfaces that have users attached (security) (AFX7} HZAE QIE{H 0| A0 Th3H 28 ALl (22h)

= Doesn’t waste bandwidth sending messages out OSPF-enabled interfaces that don’t have another
router attached. (ct2 2t E{ 7t HZAE|O] QUX| %2 OSPF X8l QIE{TO|AZ HAIX|E B LHYZS SH|SHX| Q&LICE)

1T/ =2 O

Area 0

172.16.2.0/24

Internet ’

172.16.1.0/24 192.168.1.0/24



Configuring Single-Area OSPFv2
Configuring Passive Interfaces

= Use the passive-interface command to configure
(passive-interface B &2 AHE510] +4d)

= Use the show ip protocols to verify (show ip protocols& Ar&3} 2l

Rl (config) # router ospf 10
Rl (config-router) # passive-interface GigabitEthernet 0/0

R1# show ip protocols
*%** TP Routing is NSF aware ***

Routing Protocol is "ospf 18"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal ©® stub @ nssa
Maximum path: 4
Routing for Networks:

172.16.1.1 ©6.0.0.0 area @

172.16.3.1 6.0.0.0 area @

Rolting ation
Gateway Distance Last Update
3.3.3.3 118 00:08:35
2.2.2.2 110 00:08:35
Distance: (default is 110)

Area 0

172.16.1.0/24

172.16.2.0/24

192.168.1.0/24

Internet )



Configuring Single-Area OSPFv2
Packet Tracer 1 — Configuring OSPFVv2 in a Single-Area

[

Al
=

41O

0z 5 o
Jot IV B

]

V2 __I.I.kl

FO|
|_

r

172.16.2.0/24

F 7
FC2

172,16.2.2

—
e

R2

172.16.3.0f30

172.16.1.0/24

B3 53

192,168, 10.4/30

192,168, 10.8/30

— F

192.168.1.0/24

F 7
PC3

51
1?2?%].-1.2 S
Device Interface IP Address Subnet Mask Default Gateway
G0/0 172.16.1.1 255.255.255.0 N/A
R1 S0/0/0 172.16.3.1 255.255.255.252 N/A
S0/0/1 192.168.10.5 255.255.255.252 N/A
G0/0 172.16.2.1 255.255.255.0 N/A
R2 S0/0/0 172.16.3.2 255.255.255.252 N/A
S0/0/1 192.168.10.9 255.255.255.252 N/A
G0/0 192.168.1.1 255.255.255.0 N/A
R3 S0/0/0 192.168.10.6 255.255.255.252 N/A
S0/0/1 192.168.10.10 255.255.255.252 N/A
PC1 NIC 172.16.1.2 255.255.255.0 172.16.1.1
PC2 NIC 172.16.2.2 255.255.255.0 172.16.2.1
PC3 NIC 192.168.1.2 255.255.255.0 192.168.1.1




Configuring Single-Area OSPFv2
Packet Tracer 1 — Configuring OSPFv2 in a Single-Area

1. OSPFv2 4
= 1B :R1, R2 X R30I A OSPFE T38| 2.
- LCIg 87 A S AHESH0 Ml 2t H Z50A OsPF 2t & Fddtu Al 2.
« ZE=MA D10
o« Zt2tRHO[2t2H ID:R1=1.1.1.1;R2=2.2.2.2; R3=3.3.3.3
o Z QIHIO| AL HEHR T4
« LAN QIHI|0|AF passive= &8
- OIR1AMH
* router ospf 10
* router-id 1.1.1.1
* network 172.16.1.0 0.0.0.255 area O
* network 172.16.3.00.0.0.3 area 0
* network 192.168.10.4 0.0.0.3 area O
» passive-interface GigabitEthernet0/0
= 2 EHA| - OSPF 2t 80| 2t 55t=X| 2ol Lt
o A4 2REOAM 2R HO|S2 o[ EE=2X|2 2= HESAY tet Z=2F 7tXofgfL C.
2. 78 =l
= 2} PC= LHE & PCE ping & == AO{OFLCH OHX| g2 E% 7+

—

o

IS Al L.



OSPF Cost
OSPF Metric = Cost

= OSPF uses the metric of cost to determine the best path used to reach a destination network (Cost
= reference bandwidth / interface bandwidth) (ospr& H|2 HE2IS AFR3}0] TiA W EQ A0 ZH3H= O AFREE
zaol A= ANELICH (HB = 7|F (AE / EH 0|2 fAE))

= Lowest cost is a better path (8|80 MY Ho™ xHo| Z=YL|Ct)

= The interface bandwidth influences the cost assigned (2B Ho0|A Y ZL FAE

« Alower bandwidth interface has a higher cost (LS Z0| X242 H| 82 s&LICtL)

Interface Type Reference Default
Bandwidth in bps Bandwidth in bps

Concepti

10 Gbps Ethernet .
100,000,000 = 10,000,000,000

1 Gbps Ethernet .
100,000,000 = 1,000,000,000

100 Mbps Ethernet .
100,000,000 = 100,000,000

10 Mbps Ethernet . 10
100,000,000 = 10,000,000

' 1.544 Mbps Serial . 64

100,000,000 = 1,544,000

128 kbps Serial . 781
100,000,000 = 128,000

64 kbps Serial 1562

100,000,000 -~ 64,000



OSPF Cost
OSPF Accumulates Costs

= The “cost” for a destination network is an accumulation of all cost values from source to destination.
(CHA HERRo "H[E"2 AA0A CHANX| 2E H|E 44o| +X L|Ct)

= The cost metric can be seen in the routing table as the second number within the brackets. (=12
metric2 22 & HIO|S0|AM 23 ote] & M| =At2 & 5= AS L)

= T Md

Area 0
172.16.2.0/24
Cost = 1 209.165.200.224/27
Internet
: R1# show ip route | include .
0 172.16.2.0/24 ia 172.16%
Serial@/e/e
172.16.3.0/30
192.168.10.8/30 R14
Cost = 64 1544kbps

R1# show ip route 172.16.2.0
Routing entry for 172.16.2.6/24

64kbps

5 7 S0/0/0

192.168.10.4/30 B

Known via "ospf 18", distance 110, metric 65, type intra
area

G0/0 ] .1

Total cost to reach R2
LAN from R1 = 65

Last update from 172.16.3.2 on Serial@/e/e, ©3:39:15 ago
Routing Descriptor Blocks:

192.168.1.0/24 o 172 16.3.2, from 2. 2 2.2, ©3:39:15 ago, via Seriale/e/e
Route metric is 65, traffic share count is 1




OSPF Cost
Adjusting the Reference Bandwidth

= Changing the OSPF reference bandwidth affects only the OSPF calculation used to determine the

metric, not the bandwidth of the interface. (ospF &#% Y E 2 HASIH QIEH0|AQ| CHZEO| OfL|2t HERS
A= AF2 =l OSPF A A0 2F Asks FLICt)

= Use the auto-cost reference-bandwidth command to change the OSPF reference bandwidth.
(OSPF &= LAY Z S #Z 521 H auto-cost reference-bandwidth B E(Mb/s THel)2 AHESHUA|2.)

= Default reference bandwidth is 100 Mbps. 7|12 7|& tHYZ2 100Mbps & LICt.)

Interface Type Reference Default
Bandwidth in bps Bandwidth in bps

10 Gbps Ethernet

100,000,000 - 10,000,000,000

1 Gbps Ethernet .
100,000,000 — 1,000,000,000

100 Mbps Ethernet .
100,000,000 — 100,000,000

10 Mbps Ethernet . 10
100,000,000 — 10,000,000

1.544 Mbps Serial . 64
100,000,000 — 1,544,000

128 kbps Serial . 781
100,000,000 — 128,000

64 kbps Serial . 1562

100,000,000 - 64,000



OSPF Cost
Adjusting the Reference Bandwidth (Cont.)

= To adjust to distinguish between 100 Mbps Ethernet and Gigabit Ethernet, use the auto-cost reference-bandwidth
1000 command. (100Mbps O| W1} 7|7HH| E O Ul S 7SI & 752 ™ auto-cost reference-bandwidth 1000 B &S AL SHHA|R.)

= To adjust to distinguish between 100 Mbps Ethernet and Gigabit Ethernet, use the auto-cost reference-bandwidth
10000 command. (100Mbps O|EH 1} 7|7HH|E O|E{ WS FHSE & =7 5t2{ ™ auto-cost reference-bandwidth 10000 & &S
AFESHUYAIR.)

Default Default

Interface Type Reference
Bandwidth in bps

10 Gbps Ethernet

1,000,000,000

Bandwidth in bps

10,000,000,000

10 Gbps Ethernet

Interface Type Reference
Bandwidth in bps

10,000,000,000

10,000,000,000

Cost
Bandwidth in bps
1

1 Gbps Ethernet 1.000,000.000  ITREIR 1 Gbps Ethemet 10,000,000,000 1000000000  °

100 Mbps Ethernet 0 000 NG 10 100 Mbps Ethemet 16,000,000 100,000,000 100

10 Mbps Ethernet  ITREIR T 100 10 Mbps Ethernet 10,000,000,000 10,000,000 1000
1.544 Mbps Serial 1.000,000,000 T 647 1.544 Mbps Serial 110,000,000,000 1,544,000 eart
128 kbps Serial TG B 7812 128 kbps Serial 10,000,000,000 128,000 78126
64 kbps Serial  ITREIAG i 15625 64 kbps Serial 10,000,000,000 64,000 196230



OSPF Cost
Adjusting the Reference Bandwidth (Cont.)

= If the routers in the topology are adjusted to accommodate Gigabit links, the cost of the serial link is

now 647 instead of 64. The total cost from R1 to the R2 LAN is now 648 instead of 65. (EE_.EJIOI 2t E{ 7t
717 HIE 2132 $84t 2 ZYE|H 2 H 23 H|22 64 CfAl 6470] E/L|CE R10A R2 LANZHX|2| & H|82 657} OfL|2} 648QIL|Ct.)

= If there were FastEthernet links in the topology, OSPF would make better choices. (22 x|0f FastEthernet
Elﬂjl. olo I:l:| OSPF7|' |:—| |_|-O MEHES ‘6‘|-|_||:|-)

— = 1=

172.16.2.0/24 R1# show ip ospf interface serial @/0/0
Serial®/e/e® is up, line protocol is up
Internet Address 172.16.3.1/30,Area 0,Attached via Networ
GO0/0 |1 Process ID 18,Router ID 1.1.1.1,Network Type POINT_TO_POI’
Lo 209.165.200.224/27 Topology-MTID Cost Disabled Shutdown Topology N
j’gmc Internet ) 0 647 no no Base
SDIO!O// g%\ S0/0/ \ .
172.16.3.0/30 \ R1# show ip route | include 172.16.2.0
/‘/ ‘\‘\192.158.10.8}30 0 172.16.2.8/24 [118/648] via 172.16.3.2, 00:06:03, Seriale/e/0
R1#
1/ S0/0/0 S0/0/1 “‘\,\-10 R1# show ip route 172.16.2.0

/ Routing entry for 172.16.2.0/24
SO!DH S0/0/0 Known via “"ospf 18", distance 110, metric type intra area
P 3 Last update from 172 16.3.2 on 5er~1a1(a/a/a 90:06:17 ago
cosol cosol.1 Routing Descriptor Blocks:
* 172.16.3.2, from 2.2.2.2, 00:06:17 ago, via Serial@/fe/e

172.16.1.0/24 172.16.1.0/24 Route metric is 648, traffic share count is 1

Total cost to reach R2
LAN from R1 = 648




OSPF Cost
Default Interface Bandwidth

= Bandwidth values defined on an interface do not change the capacity of the interface. (elE @ 0|20 Ho| =l
[HZ ghe QIEImo|A 828 ALK H&LIC)

1T BAE = oo=2 O

= Bandwidth values defined on an interface are used by the EIGRP and OSPF routing protocols to
compute the metric. (2 E{m 0|20 Ho| & Y= 72 EIGRP X OSPF 2128 Z2EZ0|A HEZ S A At AL EL|CL)

= Serial links default to 1.544 Mbps and that might not be an accurate bandwidth for the transmission rate.
(X8 Z3= 72X 22 1.544MbpsO|H TE £ 0f T o F2boh CH Y Z0| OfE 4= JUELICE)

= Use the show interfaces command to see the interface bandwidth. (2@ oA =2 2 2{™ show interfaces
FHS AFESHHAIR)

Aread R1# show interfaces serial ©/0/@ R1# show ip ospf interface serial ©/0/1
Serial®/@/@ is up, line protocol is wp Serial®/0/1 is up, line protocol is up

Hardware is WIC MBRD Serial Internet Address 192.168.10.5/30, Area @, Attached via
Network Statement
Process ID 10, Router ID 1.1.1.1, Network Type

172.16.2.0/24

Description: Link to R2
Internet address is 172.16.3.1/30
POINT_TO_POINT, Cost: 647

MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec, )
L L Topology-MIID  Cost  Disabled  Shutd Topology M:
reliability 255/255, txload 1/255, rxload 1/255 s °gy 62; 1520 € ”m""" DPDB:fi ame

208.165.200.224/27

R1# show interfaces serial 8/8/1 | include BW
MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec,

R1# show ip ospf interface serial 0/0/1 | include Cost:
Process ID 18, Router ID 1.1.1.1, Network Type
POINT_TO POINT, Cost: 647

172.16.1.0/24 192.168.1.0/24




OSPF Cost
Adjusting the Interface Bandwidth

Area0 Rl(config)# int s0/0/1

Rl(config-if)# bandwidth 64

172.16.2.0/24
Rl (config-if)# end
209.165.200.224/27 R1#
*Mar 27 10:10:07.735: %SYS<~5-CONFIG I: Configured from console by c
Internet ) R1#

R1# show interfaces serial 0/0/1 | include BW

MTU 1500 bytes, BW 64 Kbit/sec, DLY 20000 usec,

R1#

R1# show ip ospf interface serial 0/0/1 | include Cost:
Process ID 10, Router ID 1l.1.1l.1l, Hetwork Type
POINT TO POINT, Cost: 15625

R1#

172.16.1.0/24 192.168.1.0/24

= The bandwidth must be adjusted at each end of the serial links, therefore: (21 239| 2t ZojM LI Z2 =H}ot

SIEE CI22 THSMAIR)
= R2 requires its S0/0/1 interface to be adjusted to 1,024 kb/s. (R20| M= S0/0/1 QIEHL|O|AE 1,024kb / s2 Z=J5HOF 2HLILCE)

= R3requires its serial 0/0/0 to be adjusted to 64 kb/s and its serial 0/0/1 to be adjusted to 1,024 kb/s. (R30M= =&
0/0/0S 64kb /s2 Z’Y5t 1 & 0/0/18 1,024kb / sE ZFSHOF FLICH)

= Note: Command only modifies OSPF bandwidth metric. Does not modify the actual link bandwidth. &z :

YE2 OSPF LY ZE HEEHD +=FL L &M 3 HHYFS +FHA| 5L



OSPF Cost
Manually Setting the OSPF Cost

= Instead of manually setting the interface bandwidth, the OSPF cost can be manually configured
using the ip ospf cost value interface configuration mode command. (QE{Eo|A LY =S =502 BYs=

CH Al ip ospf cost value RIEHO|A 74 R E HHZ AFES10 OSPFH| &S 828 8¢ = JAELILE)

The no bandwidth 64 is used to remove
the command that was previously applied
and reset the bandwidth back to the
default. (no bandwidth 64 &2 0| & 0fl X E =
HHAS MoActL HE== J|=8t 22 CHAl
& & ot= Ol At=&E LICE

Rl(config)# int sB/0/1
R1(config-if)# no bandwidth 64
R1(config-if)# ip ospf cost 15625
R1(config-if)# end
R1#
R1# show interface serial ©/@8/1 | include BW
MTU 1500 bytes, , DLY 20000 usec,
R1#
R1# show ip ospf interface serial ©/0/1 | include Cost:
Process ID 19, Router ID 1.1.1.1, Network Type POINT TO POINT,

Adjusting the Interface Bandwidth

Rl(config)# interface S0/0/1
Rl(config-if)# bandwidth 64

B2 (config)# interface S50/0/1
RZ2 (config-if)# bandwidth 1024

Ri(config)# interface 50/0/0
R3(config-if)# bandwidth 64

B3 (config)# interface S0/0/1
R3(config-if )# bandwidth 1024

= Manually Setting the OSPF Cost

= Rl(config)# interface S0/0/1
Rl{config-if)# ip ospf cost 15625

= R2(config)# interface S0/0/1
R2 (config-if)# ip ospf cost 976

= Ri(config)# interface 50/0/0
R3{config-if)# ip ospf cost 15625

= R3(config)# interface S0/0/1
R3(config-if)# ip ospf cost 976




Verify OSPF
Verify OSPF Neighbors

= Use the show ip ospf neighbor to verify the router has formed an adjacency with a directly-
connected router. (show ip ospf neighborE AHE23H0] 2t E{ 7} 2T HZAE 2L E{} Q1T 3 QYEX| SQISHUAIR)

Rl1# show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
3.3.3.3 0 FULL/- 00:00:37 192 8.10.6 Serial0/0/1
17216:2.024 2.2.2.2 0 FULL/- 00:00:30 172.16.3. Serial0/0/0

Area 0

209.165.200.224/27

LaQ -zzea Internet r

Neighbor ID  The router ID of the neighbor router
Pri The OSPFv2 priority of the interface used in the DR/BDR election process

State The OSPFv2 state — Full means that the link-state database has had the
algorithm executed and the neighbor router and R1 have identical LSDBs.
Ethernet multi-access interfaces may show as 2WAY. The dash indicates
172.16.1.0/24 1937768.1.0/24 that no DR/BDR is required.

Dead time Amount of time remaining before expecting to receive a hello packet from
the neighbor before declaring the neighbor down. This value is reset when a
hello packet is received.

Address The address of the neighbor’s directly-connected interface

Interface The interface on R1 used to form an adjacency with the neighbor router



Verify OSPF
Verify OSPF Protocol Settings

= The show ip protocols command is used to verify the OSPFv2 process ID, router ID, networks
being advertised by the router, neighbors that are sending OSPF updates, and the administrative

distance (110 by default). (show ip protocols @& 2 OSPFv2 ZZAH 2 ID, 2H2E ID, 2t E{ 0] 23 2 &= HES A, OSPF
YHO|EE &= 0| A e HE| (PI2H2 2 110) &25t= O AFEELILH)

R1# show ip protocols
**¥* TP Routing is NSF aware **%

Area 0

172:16.2.0/24 Routing Protocol is "ospf 18"
Outgoing update filter list for all interfaces is not

set
et :} Incoming update filter list for all interfaces is not
set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal @ stub @
nssa
Maximum path: 4
Routing for Networks:
172.16.1.0 ©8.0.8.255 area @
172.16.3.0 ©8.0.0.3 area @
R 192.1681.0724 192.168.10.4 0.0.0.3 area 0
Routing Information Sources:
Gateway Distance Last Update
2.2.2.2 110 00:17:18
3.3.3.3 11e 00:14:49
Distance: (default is 118)




Verify OSPF
Verify OSPF Process Information

= The show ip ospf command is another way to see the OSPFv2 process ID and router ID. (show ip
ospf BH2 OSPFv2 Z2MA ID X 2t2H IDE B+ E CHE SHAL(CH)

R1# show ip ospf

Routing Process "ospf 10™ with ID 1.1.1.1

Start time: 01:37:15.156, Time elapsed: 01:32:57.776
Supports only single TOS(T0OS0) routes

Supports opague LSA

Supports Link-local Signaling (LLS)

Supports area transit capability

Supports NSSA (compatible with RFC 3101)

Event-log enabled, Maximum number of events: 1000, Mode:
cyclic

Router is not originating router-LSAs with maximum metric
Initial SPF schedule delay 5000 msecs

Minimum hold time between two consecutive SPFs 10000 msecs
Maximum wait time between two consecutive SPFs 10000 msecs
Incremental -SPF disabled

Minimum LSA interval 5 secs

Minimum LSA arrival 1000 msecs

LSA group pacing timer 240 secs

Interface flood pacing timer 33 msecs

Retransmission pacing timer 66 msecs

Number of external LSA 0. Checksum Sum 0x000000

Number of opaque AS LSA 0. Checksum Sum 0x000000

Number of DCbitless external and opaque AS LSA 0

Number of DoNotRge external and opaque AS LSA 0

Number of areas in this router is 1. 1 normal 0 stub 0
nssa

Number of areas transit capable is 0
External flood list length O
IETF NSF helper support enabled
Cisco NSF helper support enabled
Reference bandwidth unit is 1000 mbps
Area BACKBONE (0)
Number of interfaces in this area is 3
Area has no authentication
SPF algorithm last executed 01:30:45.364 ago
SPF algorithm executed 3 times
Area ranges are
Number of LSA 3. Checksum Sum 0x02033A
Number of opaque link LSA 0. Checksum Sum 0x000000
Number of DCbitless LSA 0
Number of indication LSA 0
Number of DoNotRAge LSA 0
Flood list length 0




Verify OSPF
Verify OSPF Interface Settings

= Use the show ip ospf interface command to see details for every OSPFv2-enabled interface

especially to see if the network statements were correctly composed. (show ip ospf interface B &2 AH&3}0]
SE OSPFv2 7t QIE{HO| A0 TS M E AteE 210 3| network FH-E0| SHI2H ML AEX] ERlstMA|I2)

= Use the show ip ospf interface brief command to see key information about OSPFv2-enabled

interfaces on a particular router. (show ip ospf interface brief &2 Ar2310] £ 212 E{ 2| OSPFv2 7t5 QIE{T| 0| A0f Lk
FR HHEE SO

R1# show ip ospf interface brief
Interface PID Area IP Address/Mask Cost State MNbrs F/C

Se@/@/1 16 © 192.168.10.5/30 15625 P2P 1/1
Se@/e/e 16 © 172.16.3.1/30 647 P2P 1/1
Gia/e 16 © 172.16.1.1/24 1 DR /e




8.3 Single-Area OSPFv3



OSPFv2 vs. OSPFv3

OSPFv3

= OSPFv3 is used to exchange IPv6 prefixes and build an IPv6 routing table. (osPFv32 1Pvé prefixS

wetsta 1pve 2t E HIO|£2 A ddt= Ol Ar&E L)
= OSPFv3 builds three OSPF tables — neighbor table, topology table, and routing table. (osprvae A

el osPF HIO| = (218 HIO|S, EZ2X| H|0|& X 2t2E HI0lE)S TS LIC)

Neighbor Topology
Table Table

Neighbor Topology
Table Table

Routing Table

Routing Table

IPv4d Network

IPv6 Network

Neighbor Topology
Table Table

Neighbor Topology
Table Table

Routing Table

Routing Table




OSPFv2 vs. OSPFv3

Similarities Between OSPFv2 and OSPFv3

Link-State
Routing algorithm
Metric

Areas

Packet types

Neighbor discovery
DR/BDR

Router ID

Both are this type of routing protocol
Shortest Path First (SPF)
Cost

Both use and support a two-level hierarchy with areas connecting to Area 0

Both use the same Hello, DBD, LSR, LSU, and LSAck packets

Transitions through the same states using Hello packets
Function and election process is the same

Both use a 32-bit router ID; determined by the same process



OSPFv2 vs. OSPFv3
Differences Between OSPFv2 and OSPFv3

Advertisements
Source address

Destination
address

Advertise
networks

IP unicast
routing

Authentication

IPv4 networks
IPv4 source address

Choice of:

* Neighbor IPv4 unicast address

e 224.0.0.5 all-OSPF-routers multicast
address

e 224.0.0.6 DR/BDR multicast address

Configured using the network router
configuration command

IPv4 unicast routing is enabled by default

Plain text and MD5

IPv6 prefixes
IPv6 link-local address

Choice of:

* Neighbor IPv6 link-local address

* FFO02::5 all-OSPF-routers multicast
address

» FFO02::6 DR/BDR multicast address

Configured using the ipv6 ospf process-id
area area-id interface configuration
command

IPv6 unicast forwarding is not enabled by
default. Use the ipv6 unicast-routing
global configuration command to enable.

IPv6 authentication (IPsec)



OSPFv2 vs. OSPFv3
Link-Local Addresses

= An IPv6-link-local address enables a device to communicate with other IPv6-enabled devices on

the same link and only on that link (subnet). (pve 23 22 F2A 2 A2l H TX|= SYst Y0 szt A3
(MESHO|MEF CHE 1Pve K|/ FX[QE 41T 4= JUSLICE)

» Packets with a source or destination link-local address cannot be routed beyond the link from where the packet

originated. (&2 = iy 83 22 47 s W22 TiZ10] ARE F3E LM 228 2 5 s U L)

= |Pv6 link-local address are used to exchange OSPFv3 messages (ipvs 23 22 FA = OSPFv3 HA|X|E

Neighbor | Topology Routing
Table Table Table

u2hshE O AR E LT

Neighbor | Topology Routing
Table Table Table

~

Link-local Address Link-local Address
6 IPv6 Network 3

|

Source Address: IPv6 link-local address
Destination Address: FF02::5, FF02::6, or IPv6 link-local address




Configuring OSPFv3
OSPFv3 Network Topology

= Be sure to turn on IPv6 routing and assign IPv6 addresses to interfaces before enabling OSPFv3.

(OSPFv32 &d3tst7| MOofl IPve 2t &2 741 CIH I O|A0| IPve T

Area 0

2001:DB8:CAFE:2::/64

2001:DB8:CAFE:AD01::/64 2001:DB8:CAFE:A002::/64

2001:DB8:CAFE:1::/64

The FE80 address on each router represents
the link-local address assigned to each router.

2001:DB8:CAFE:3::/64

25 HYHAIR)

Rl(config)# ipvé unicast-routing

R1l(config)it

R1l({config)# interface GigabitEthernet 8/0

R1(config-if)#
R1(config-if)#
R1(config-if)#
R1(config-if)#
Rl(config-if)#
R1(config-if)#
Rl(config-if)#
R1(config-if)#
Rl(config-if)#
R1(config-if)#
R1(config-if)#
R1(config-if)#
R1(config-if)#
R1(config-if)#

description R1 LAN
ipve address 2001:DB8:CAFE:1::1/64
no shut

interface Serial®/e/e

description Link to R2

ipve address 2001:DB8:CAFE:AB01::1/64
clock rate 128000

no shut

interface Serial®/e/1

description Link to R3

ipve address 2001:DB8:CAFE:AB03::1/64
no shut




Configuring OSPFv3
OSPFv3 Network Topology (Cont.)

Steps to Configure OSPFV3 (0sPFv3g T438t= tHA)

1.

Enable IPv6 unicast routing in global configuration mode — ipv6 unicast-routing (22¥ +4
REO|AM IPve FL FHAE 2t 8 A ipv6 unicast-routing)

(Optional) Configure link-local addresses. (A& Atgh) @3 22 FAE T43HAAR)

Configure a 32-bit router ID in OSPFv3 router configuration mode — router-id rid (osPFv3 2t2Ef 74
D EO0|A 32 HE 2t2H ID 74 — router-id rid)

Configure optional routing specifics such as adjusting the reference bandwidth. (&= cj9= =% at

Z2 HEX 22 E AR MBS RHSUAIR)

(Optional, but optimum) Configure OSPFv3 interface specific settings such as setting the

interface bandwidth on serial links. (&= o|x|2t £|H) =& 39| QIE{TO|A fYZ Mt 22 OSPFV3
OIE{HO|A EF MY S T2

Enable OSPFv3 routing in interface configuration mode — ipv6 ospf area (2 Em 0|2 74 2 E0fA
OSPFv3 22 & &d3} — ipv6 ospf area)



Configuring OSPFv3
Link-Local Addresses

= Verify IPv6 addresses on interfaces. (2IE{H 0| A0 A IPve FAE 2QIBHAAIR)

= Remember that link-local addresses are automatically created when an IPv6 global unicast
address is assigned to an interface. However, IPv6 global unicast addresses are not required. Link-
local addresses are required for OSPFV3. (23 22 FA £ ipve 22 JL| JHAE FATt QET 0| A0 Y 2 f
HSoE MAELCH dB{Lt IPpve 2R Y SLU JHAE FAE ERSIX| RSLCH OSPFv30E @3 22 FA7F HagtLot)

= Unless configured manually, Cisco routers create a link-local address using FE80::/10 prefix and

the EUI-64 process by manipulating the 48-bit Ethernet MAC address. (=522 F43}x| &£ 3 Cisco
2t E{= FESO :: / 10 prefix2t EUI-64 ZZNAE ALE510] 48 H|E 0|4l MAC FTAE RS0 23 22 FAE THEL|CH)

R1# show ipvé interface brief

Em@/0 [administratively down/down]
unassigned

GigabitEthernet@/0 [up/up]
FE8@: :32F7:DFF: FEA3:DA@
2001:DB8:CAFE:=1::1

GigabitEthernete/1 [administratively down/down]

unassigned
Seriale/e/0 [up/up]
FE8@: :32F7:DFF:FEA3:DA@
2001:DB8:CAFE:-ABO1: :1
Serial®/e/1 [up/up]
FE8@: :32F7:DFF:FEA3:DA@
2001:DB8:CAFE:ABB3: :1




Configuring OSPFv3
Assigning Link-Local Addresses

= Manually configuring link-local addresses make it easier to manage and verify OSPFv3
configurations. (23 2Z A2 522 743l H OSPFv3 742 2Lt 2 R2[std 2ol £ AL L|CE)

» Use the ipv6 address link-local interface command to apply. (ipv6 address link-local interface & &2 A& 5}0

HEoHdAlR)

Use the show ipv6 interface brief command to verify. (show ipv6 interface brief 3 &2 AFE35H0] 2RI AIR.)

R1(config)# interface GigabitEthernet ©/0
Rl(config-if)# ipv6e address fe8@::1 link-local
R1(config-if)# exit

Rl(config)# interface Serial®/e/e

Rl(config-if)# ipv6e address fe8@::1 link-local
Rl(config-if)# exit

Rl(config)# interface Serial®/e/1
Rl(config-if)# ipv6é address fe8@::1 link-local

R1# show ipve interface brief
Em@/o [administratively down/down]
unassigned
GigabitEthernet@/0
FES©::1
2001 :DB8:CAFE:1::1
GigabitEthernet@/1
unassigned
Seriale/e/e
FE8©::1
2001 :DB8:CAFE:ABB1: :1
Seriale/e/1 [up/up]
FE8@::1
2001 :DB8:CAFE:ABB3: :1

[up/up]

[administratively down/down]

[up/up]



Configuring OSPFv3
Configuring the OSPFv3 Router ID

= Use the ipv6 router ospf process-id global configuration command to enter router configuration
mode. (ipv6 router ospf process-id 22 T4 YHS ARSI 212 EH T4 REZ AESIAUAIR)

= Use the router-id rid command in router configuration mode to assign a router ID and use the

show ipv6 protocols command to verify. (2tLEl 79 2E0A router-id rid B S AH83}0] 2t E IDE X F3l 1 sh
ipv6 protocols HHS ALESH0] 2HQISHIAR)

Ri{config)# ipv6 router ospf 10
Ri{config-rtr)#
*Mar 29 11:21:53.739: X0SPFv3-4-NORTRID: Process OSPFv3-1-
IPv6 could not pick a router-id, please configure manually
Ri{config-rtr)#
l R1(config rtr)# router-id 1.1.1.1

Ri({config-rtr)i
Ri(config-rtr)# auto-cost reference-bandwidth 1000
fi:i?::ﬂ&igﬁﬁﬁ; % OSPFv3-1-IPv6: Reference bandwidth is changed. Please

ensure reference bandwidth is consistent across all routers.

Ri({config-rtr)i
l”c R1(config-rtr)# end
R1#

R1# show ipvé protocols

IPv6 Routing Protocol is "connected™

IPv6 Routing Protocol is "ND”

IPv6 Routing Protocol is "ospf 18"

Display console message: Router ID 1.1.1.1

:‘;::_,‘:I‘.;n;‘.q'\ll(:il:l‘Ualb-\P—\-u process 1 could not pick a router 1D, NumbEl‘ Uf areas: e nor'mal, a Stub, a nssa
Redistribution:

None

- Same process as OSPFv2




Configuring OSPFv3

Modifying an OSPFv3 Router ID

= Use the clear ipv6 ospf process privileged EXEC mode command after changing the router ID to

complete the router ID change and force a router to renegotiate neighbor adjacencies using the

new router ID. (2t2H IDE HZ 3t = clear ipv6 ospf process privileged EXEC mode
2t2E ID HZS 2EStD 2tRE T M 2t H IDE AFESH0] QI QIFH S MEMIEE SHUAIR)

R1# show ipvé protocols
IPv6 Routing Protocol is "connected™
IPv6 Routing Protocol is "ND"
IPv6 Routing Protocol is "ospf 10"
Router ID 10.1.1.1
Number of areas: ® normal, @ stub, 0 nssa
Redistribution:
None

Original router ID

R1(config)# ipv6é router ospf 10
R1l(config-rtr)# router-id 1.1.1.1
R1(config-rtr)# end

R1#

Change the router ID.

YS

At& 3510

Commonly
forgotten
step

R1# clear ipv6 ospf process
Reset selected OSPFv3 processes? [no]: y
R1#
R1# show ipv6é protocols
IPv6 Routing Protocol is "connected™
IPv6 Routing Protocol is "ND"
IPv6 Routing Protocol is "ospf 10~
Router ID 1.1.1.1
Number of areas: @ normal, @ stub, @ nssa
Redistribution:
None

Complete the router ID change.




Configuring OSPFv3
Enabling OSPFv3 on Interfaces

= Use the ipv6 ospf area interface configuration mode command to enable OSPFv3 on a specific

interface. Ensure the interface is within an OSPF area. (ipv6 ospf area QIE{H0|A 1A R E WS ARSI EX
CIE{IH| O] A0f A OSPFv3E &d2t5tdA| 2. QIH T O|A 7 OSPF EY L0 A=K =I5t AIR)

= Use the show ipv6 ospf interfaces brief command to verify. (show ipv6 ospf interfaces brief I &2 A-&3}0]

ISt AIR.)

Area 0 Rl(config)# interface GigabitEthernet 8/0
R1(config-if)# ipvée ospf 10 area @

R1(config-if)#

Ri(config-if)# interface Serial®/0/0

R1(config-if)# ipvée ospf 10 area @

R1(config-if)#

Ri(config-if)# interface Serial®/e/1

R1(config-if)# ipvée ospf 10 area @

R1(config-if)#

R1i(config-if)# end

R1#

R1# show ipvé ospf interfaces brief

Interface PID Area Intf ID Cost State Nbrs F/C
Se@/0/1 10 2] 7 15625 P2P e/
Se@/a/@ 10 %] 6 P2p e/e
Gie/o 10 ] 3 1 WAIT @/
R1#

2001:DBB:CAFE:2:/64

2001:DB8:CAFE:1=/64 2001:DB8:CAFE:3:/64




Verify OSPFv3
Verifying OSPFv3 Neighbors

= Use the show ipv6 ospf neighbor command to verify neighbor connectivity with directly-
connected routers. (show ipvé ospf neighbor EH 2 AF3H0] X HZAE 22 E{ Q0| Q1T HZAL HQISHAAIR)

R1# show ipv6 ospf neighbor

0SPFv3 Router with ID (1.1.1.1) (Process ID 1)

Neighbor ID Pri State Dead Time  Interface ID Interface
3.3.3.3 @ FULL/ - ©0:00:39 6 Serial@/e/1
2.2.2.2 0 FULL/ - ©0:00:36 6 Seriale/e/e

Neighbor ID  The router ID of the neighbor router
Pri The OSPFv3 priority of the interface used in the DR/BDR election process

State The OSPFv3 state — Full means that the link-state database has had the
algorithm executed and the neighbor router and R1 have identical LSDBs.
Ethernet multi-access interfaces may show as 2WAY. The dash indicates
that no DR/BDR is required.

Dead time Amount of time remaining before expecting to receive an OSPFv3 Hello
packet from the neighbor before declaring the neighbor down. This value is
reset when a hello packet is received.

Address The address of the neighbor’s directly-connected interface

Interface The interface on R1 used to form an adjacency with the neighbor router



Verify OSPFv3
Verifying OSPFv3 Protocol Settings

= Use the show ipv6 protocols command to verify vital OSPFv3 configuration information. (show ipvé
protocols EHZ ALE5I0] 23 OSPFv3 T+ HEE SQISHMAIR)

R1# show ipv6 protocols

IPv6 Routing Protocol is "connected”
IPv6 Routing Protocol is "ND"

IPv6 Routing Protocol is "ospf 168"
Router ID 1.1.1.1

Number of areas: 1 normal, @ stub, @ nssa
Interfaces (Area 0):

Serial@/e/1

Serial®/e/0

GigabitEthernet@/0




Verify OSPFv3
Verify OSPFv3 Interfaces

= Use the show ipv6 ospf interface command to display a detailed list for every OSPFv3-enabled
interface. (show ipv6 ospf interface B2 AF23I0] B E OSPFv3 7ts QIE{H 0| A0 CHSH XtM|S 222 HA[SHUAIR)

= The show ipv6 ospf interface brief command is an easier output to verify which interfaces are

being used with OSPFV3. (show ipv6 ospf interface brief ¥ &2 OSPFv30{| AFES QI QIE|TH 0| A S 21817 2|8t B} 42
=Lt

R1# show ipv6e ospf interface brief
Interface PID Area Intf ID Cost State Nbrs F/C

Se@/0/1 10 o 15625 P2P 1/1
Se@/0/0 10 0 647 P2P 1/1
Gie/e 10 ] 1 DR e/e




Verify OSPFv3
Verify The IPv6 Routing Table

= Use the show ipv6 route command to see an IPv6 routing table. (show ipvé route &2 Ar&310] 1Pv6 2t &
HO[ES 2EHAIR)

= Use the show ipv6 route ospf command to see just the OSPFv3 routes. (show ipvé route ospf &2
AH83510] OSPFv3 ZEEH EHAIR)

R1# show ipvé route ospf
IPv6 Routing Table - default - 10 entries
Codes:C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, I1 - ISIS L1
I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE - Destination
NDr - Redirect, O - OSPF Intra, OI - OSPF Inter, OE1l - OSPF ext 1

OE2 - OSPF ext 2, ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
2001 :DB8:CAFE:2::/64 [116/657]

via FE80::2, Serial®/o/0

2001 :DB8:CAFE:3::/64 [118/1364]

via FE80::2, Seriale/e/o

2001 :DB8:CAFE:APO2::/64 [118/1294]

via FEB0::2, Serial@/e/e




Verify OSPFv3
Packet Tracer 2 - Configuring Basic OSPFv3

2001:db&icafe: 2:: /a4

- OSPE_V3 - e 52 R2
. oz gol

2001:db8:cafe:a00 Li: 64 S

2001:db8:cafe: 3:: /64

.--?...‘;I‘"' F——
el

2001:db&:cafe: 1:: /64

= o
et S1 Ry 200L:cbB:cafe:a003::/64 R3 =3 PC3
Device Interface IPv6 Address/Prefix Default Gateway

G0/0 2001:db8:cafe:1::1/64 N/A
R1 S0/0/0 2001:db8:cafe:a001::1/64 N/A
S0/0/1 2001:db8:cafe:a003::1/64 N/A
G0/0 2001:db8:cafe:2::1/64 N/A
R2 S0/0/0 2001:db8:cafe:a001::2/64 N/A
S0/0/1 2001:db8:cafe:a002::1/64 N/A
G0/0 2001:db8:cafe:3::1/64 N/A
R3 S0/0/0 2001:db8:cafe:a003::264 N/A
S0/0/1 2001:db8:cafe:a002::2/64 N/A
PC1 NIC 2001:db8:cafe:1::10/64 fe80::1
PC2 NIC 2001:db8:cafe:2::10/64 fe80::2
PC3 NIC 2001:db8:cafe:3::10/64 fe80::3




Verify OSPFv3
Packet Tracer 2 - Configuring Basic OSPFv3

1. OSPFv3 1+
= 1 EtA : R1, R2 % R30|AM OSPFV3E MM AIR.

CHS 27 At 2 AFESHY A 2t H 250 OSPF 2282 Fdsti Al 2.
IPv6 2t ALE

TZMAID 10

Zt 2RO 2l2H ID: R1=1.1.1.1; R2=2.2.2.2; R3=3.3.3.3

Zt QI | 0| A0 A OSPFv3 243}

At HE HFXRGE YHS ALESI0] 7|7t HIE FAE X AStER 7|2 AT
LAN QIE{H 0| A7} OSPF 2t & HA|X|E ELHX| R == g L|CL.

Ol R1 A

ipv6 unicast-routing

ipv6 router ospf 10

router-id 1.1.1.1

auto-cost reference-bandwidth 1000
passive-interface GigabitEthernet 0/0
clear ipv6 ospf process

=



Verify OSPFv3
Packet Tracer 2 - Configuring Basic OSPFv3

* interface GigabitEthernet 0/0
ipv6 ospf 10 area O

* interface Serial0/0/0
ipv6 ospf 10 area O

* interface Serial0/0/1
ipv6 ospf 10 area O

= 2 Bt . OSPF 2t 80| 2 55I=X| 2Rl T},
o ZI2tREVICIE F 2t2EHQF Q1T of J}=X| &OISIMA|2, 228 HO|S0 EEZX|Q Z = HEQA0 CHst 22 & 0
UEX| 2OlISIMA| 2.

ol
L
Ct

2. ¢4
Z PC

rr Jtot

r

S PCE ping ¥ 4 OIORILICE J2K| %2 3L FHS HAGYAL,



8.4 Chapter Summary



Conclusion

8: Single-Area OSPF

= Explain how single-area OSPF operates. (single-area OSPF7} SEt6H= )
= Implement single-area OSPFV2. (single-area OSPFv2 73)

= Implement single-area OSPFV3. (single-area OSPFv2 73)
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